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INTRODUCTION

1. Motivation

Over the last few years, we have been experiencing an explosion in
communications and information technology in network environments.
Cisco predicted that the Global Internet Protocol (IP) traffic will in-
crease nearly threefold over the next five years, and will increase 127-fold
from 2005 to 2021 [4]. Furthermore, IP traffic will grow at a Compound
Annual Growth Rate of 24% from 2016 to 2021. The unprecedented de-
velopment of communication networks has significant contributions for
human beings but also places many challenges for information security
problems due to the diversity of emerging cyberattacks. According to a
study in [5], 53 % of all network attacks resulted in financial damages of
more than US$500,000, including lost revenue, customers, opportunities,
and so on. As a result, early detecting network attacks plays a crucial
role in preventing cyberattacks and ensuring confidentiality, integrity,
and availability of information in communication networks [6].

A network attack detection (NAD) monitors the network traffic to
identify abnormal activities in the network environments such as com-
puter networks, cloud, and Internet of Things (IoT). There are three
popular approaches for analyzing network traffic to detect intrusive be-
haviors [7], i.e., knowledge-based methods, statistic-based methods, and
machine learning-based methods. First, in order to detect network at-
tacks, knowledge-based methods generate network attack rules or sig-
natures to match network behaviors. The popular knowledge-based
method is an expert system that extracts features from training data
to build the rules to classify new traffic data. Knowledge-based methods

can detect attacks robustly in a short time. However, they need high-



quality prior knowledge of attacks. Moreover, they are unable to detect
unknown attacks.

Second, statistic-based methods consider network traffic activity as
normal traffic. In the sequel, an anomaly score is calculated by some
statistical methods on the currently observed network traffic data. If
the score is more significant than a certain threshold, it will raise the
alarm for this network traffic [7]. There are some statistical methods,
such as information entropy, conditional entropy, information gain [8].
These methods explore the network traffic distribution by capturing the
essential features of network traffic. Then, the distribution is compared
with the predefined distribution of normal traffic to detect anomalous
behaviors.

Third, machine learning-based methods for NAD have received in-
creasing attention in the research community due to their outstanding
advantages [9-13]. The main idea of applying machine learning tech-
niques for NAD is to build a detection model based on training datasets
automatically. Depending on the availability of data labels, machine
learning-based NAD can be categorized into three main approaches:
supervised learning, semi-supervised learning, and unsupervised learn-
ing [14].

Although machine learning, especially deep learning, has achieved re-
markable success in NAD, there are still some unsolved problems that
can affect the accuracy of detection models. First, the network traffic is
heterogeneous and complicated due to the diversity of network environ-
ments. Thus, it is challenging to represent the network traffic data that
fascinates machine learning classification algorithms. Second, to train a
good detection model, we need to collect a large amount of network at-
tack data. However, collecting network attack data is often harder than
those of normal data. Therefore, network attack datasets are usually
highly imbalanced. When being trained on such skewed datasets, con-

ventional machine learning algorithms are often biassed and inaccurate.



Third, in some network environments, e.g., IoTs, we are often unable to
collect the network traffic from all IoT devices for training the detection
model. The reason is due to the privacy of IoTs devices. Subsequently,
the detection model trained on the data collected from one device may
be used to detect the attacks on other devices. However, the data dis-
tribution in one device may be very different from that in other devices
and it affects to the accuracy of the detection model.

2. Research Aims

The thesis aims to develop deep neural networks for analyzing security
data. These techniques improve the accuracy of machine learning-based
models applied in NAD. Therefore, the thesis attempts to address the
above challenging problems in NAD using models and techniques in deep
neural networks. Specifically, the following problems are studied.

First, to address the problem of heterogeneity and complexity of net-
work traffic, we propose a representation learning technique that can
project normal data and attack data into two separate regions. Our pro-
posed representation technique is constructed by adding a regularized
term to the loss function of AutoEncoder (AE). This technique helps to
significantly enhance the accuracy in detecting both known and unknown
attacks.

Second, to train a good detection model for NAD systems on an imbal-
anced dataset, the thesis proposes a technique for generating synthesized
attacks. These techniques are based on two well known unsupervised
deep learning models, including Generative Adversarial Network (GAN)
and AE. The synthesized attacks are then merged with the collected
attack data to balance the skewed dataset.

Third, to improve the accuracy of detection models on IoTs devices
that do not have label information, the thesis develops a deep transfer
learning (DTL) model. This model allows transferring the label infor-
mation of the data collected from one device (a source device) to another

device (a target device). Thus the trained model can effectively identify



attacks without the label information of the training data in the target
domain.

3. Research Methodology

Our research method includes both researching academic theories and
doing experiments. We study and analyze previous related research.
This work helps us find the gaps and limitations of the previous research
on applying deep learning to NAD. Based on this, we propose various
solutions to handle and improve the accuracy of the NAD model.

We conduct a large number of experiments to analyze and compare
the proposed solutions with some baseline techniques and state-of-the-
art methods. These experiments prove the effectiveness of our proposed
solutions and shed light on their weakness and strength.

4. Scope Limitations

Although machine learning has been widely used in the field of NAD [9—
13], this thesis focuses on studying three issues when applying machine
learning for NAD. These include representation learning to detect both
known and unknown attacks effectively, the imbalance of network traf-
fic data due to the domination of normal traffic compared with attack
traffic, and the lack of label information in a new domain in the network
environment. As a result, we propose several deep neural networks-based
models to handle these issues.

Moreover, this thesis has experienced in more than ten different kinds
of network attack datasets. They include three malware datasets, two
intrusion detection in computer network datasets, and nine IoT attack
datasets. In the future, more diversity datasets should be tested with
the proposed methods.

Many functional research studies on deep neural networks in other
fields, which are beyond this thesis’s scope, can be found in the litera-
ture. However, this thesis focuses on AE-based models and GAN-based
models due to their effectiveness in the network traffic data. When

conducting experiments with a deep neural network, some parameters



(initialization methods, number of layers, number of neurons, activation
functions, optimization methods, and learning rate) need to be consid-
ered. However, this thesis is unable to tune all different settings of these
parameters.

5. Contributions

The main contributions of this thesis are as follows:

e The thesis proposes three latent representation learning models based
on AEs namely Multi-distribution Variational AutoEncoder (MVAE),
Multi-distribution AutoEncoder (MAE), and Multi-distribution De-
noising AutoEncoder (MDAE). These proposed models project nor-
mal traffic data and attack traffic data, including known network
attacks and unknown network attacks to two separate regions. As
a result, the new representation space of network traffic data fasci-
nates simple classification algorithms. In other words, normal data
and network attack data in the new representation space are distin-
guishable from the original features, thereby making a more robust

NAD system to detect both known attacks and unknown attacks.

e The thesis proposes three new deep neural networks namely Aux-
iliary Classifier GAN - Support Vector Machine (ACGAN-SVM),
Conditional Denoising Adversarial AutoEncoder (CDAAE), and Con-
ditional Denoising Adversarial AutoEncoder - K Nearest Neighbor
(CDAAE-KNN) for handling data imbalance, thereby improving the
accuracy of machine learning methods for NAD systems. These pro-
posed techniques developed from a very new deep neural network
aim to generate network attack data samples. The generated net-
work attack data samples help to balance the training network traffic
datasets. Thus, the accuracy of NAD systems is improved signifi-

cantly:.

e A DTL model is proposed based on AE, i.e., Maximum Mean Discrepancy-
AutoEncoder (MMD-AE). This model can transfer the knowledge

from a source domain of network traffic data with label information

5



to a target domain of network traffic data without label information.
As a result, we can classify the data samples in the target domain

without training with the target labels.

The results in the thesis have been published and submitted to seven
papers. Three international conference papers (one Rank B paper and
two SCOPUS papers) were published. One domestic scientific journal
paper, one SCIE-Q1 journal paper and one SCI-Q1 journal paper were
published. One SCI-Q1 journal paper is under review in the firsts round.

6. Thesis Overview

The thesis includes four main content chapters, the introduction, and
the conclusion and future work parts. The rest of the thesis is organized
as follows.

Chapter 1 presents the fundamental background of the NAD problem
and deep neural techniques. Some characteristics of network behaviors in
several networks such as computer networks, IoT, cloud environments are
presented. We also survey techniques used to detect network attacks re-
cently, including deep neural networks, and some network traffic datasets
used in this thesis. In the sequel, several deep neural networks, which
are used in the proposed techniques, are presented in detail. Finally, this
chapter describes evaluation metrics that are used in our experiments.

Chapter 2 proposes a new latent representation learning technique
that helps network attacks to be detected more easily. Based on that,
we propose three new representation models representing network traffic
data in more distinguishable representation spaces. Consequently, the
accuracy of detecting network attacks is improved impressively. Nine
[oT attack datasets are used in the experiments to evaluate the newly
proposed models. The effectiveness of the proposed models is assessed
in various experiments with in-depth discussions on the results.

Chapter 3 presents new generative deep neural network models for
handling the imbalance of network traffic datasets. Here, we introduce

generative deep neural network models used to generate high-quality



attack data samples. Moreover, the generative deep neural network
model’s variants are proposed to improve the quality of attack data
samples, thereby improving supervised machine learning methods for
the NAD problem. The experiments are conducted on well-known net-
work traffic datasets with different scenarios to assess newly proposed
models in many different aspects. The experimental results are discussed
and analyzed carefully.

Chapter 4 proposes a new DTL model based on a deep neural network.
This model can adapt the knowledge of label information of a domain
to a related domain. It helps to resolve the lack of label information
in some new domains of network traffic. The experiments demonstrate
that using label information in a source domain (data collected from one
[oT device) can enhance the accuracy of a target domain without labels

(data collected from a different IoT device).



Chapter 1
BACKGROUNDS

This chapter presents the theoretical backgrounds and the related
works of this thesis. First, we introduce the NAD problem and related
work. Next, we describe several deep neural network models that are the
fundamental of our proposed solutions. Here, we also assess the effec-
tiveness of one of the main deep neural networks used in this thesis, i.e.,
AutoEncoder (AE), for NAD published in (iii). Finally, the evaluation

metrics used in the thesis are presented in detail.

1.1. Introduction

The Internet becomes an essential function in our living. Simultane-
ously, while the Internet does us excellent service, it also raises many
security threats. Security attacks have become a crucial portion that
restricts the growth of the Internet. Network attacks that are the main
threats for security over the Internet have attracted particular attention.

Recently, security attacks have been examined in several different do-
mains. Zou et al. [15] first reviewed the security requirements of wireless
networks and then presented a general overview of attacks confronted
in wireless networks. Some security threats in cloud computing are pre-
sented and analyzed in [16]. Attack detection methods have received
considerable attention recently to guarantee the security of information
systems.

Security data indicate the network traffic data that can be used to
detect security attacks. It is the main component in attack detection,
no matter whether at a training or detecting stage. Many kinds of ap-
proaches are applied to examine security data to detect attacks. Usually,

NAD methods take the knowledge of network attacks from network traf-
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fic datasets. The next section will present some common network traffic

datasets used in the thesis.

1.2. Experiment Datasets

This section presents the experimental datasets. To evaluate the ef-
fectiveness of the proposed models, we do the experiments in several
well-known security datasets, including two network datasets (i.e., NSL-
KDD and UNSW-NB15) and three malware datasets from the CTU-13
dataset system, IoT attack datasets.

In the thesis, we mainly use nine IoT attack datasets because they
have various attacks and been published more recently. Especially, they
are suitable to represent the effectiveness of DTL techniques. The reason
is that the network traffic collected in different IoT devices are related
domain. This matches with the assumption of a DTL model. However,

for handling imbalance dataset, we need to choose some other common
datasets that are imbalance, such as NSL-KDD, UNSW-NB15, CTU-13.

Table 1.1: Number of training data samples of network attack datasets.

NSL-KDD UNSW-NB15
Classes | Number Classes Number
Normal 67373 Normal 37000
Attack 58630 Attack 45332

DoS 45927 Generic 18871
U2L 52 Exploits 11132
R2L 995 Fuzzers 6062
Probing 11656 DoS 4089
Reconnaissance 3496

Analysis 677

Backdoor 583

Shellcode 378

Worms 44

Table 1.2: Number of training data samples of malware datasets.

Menti NSIS.ay Virus
Classes No. Classes No. Classes | No.
Benign | 518904 | Benign | 292485 | Benign | 37000
Malware 230 Malware 1420 Malware | 37000




1.2.1. NSL-KDD

NSL-KDD is a network attack dataset [17], which is used to solve
some inherent problems of the KDD’99 dataset. Each sample has 41
features and is labeled as either a type of attack or normal. The training
set contains 24 attack types, and the testing set includes additive 14
types of attacks. The simulated attack samples belong to one of the
following four categories: DOS, R2L, U2R, and Probing. The details of
the datasets are presented in Table 1.1.

1.2.2. UNSW-NB15

UNSW-NBI15 is created by utilizing the synthetic environment as the
IXTA PerfectStorm tool in the Cyber Range Lab of the Australian Centre
of Cyber Security [18]. There are nine categories of attacks, which are
Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode, and Worms. Each data sample has 49 features generated using
the Argus, Bro-IDS tools, and their twelve algorithms to analyze char-
acteristics of network packets. The details of the datasets are presented
in Table 1.1.

1.2.3. CTUI13s

The CTU-13 dataset is a publicly available malware dataset that was
captured in the Czech Technical University (CTU), Czech Republic, in
2011 [19]. The data includes normal traffic combined with many kinds of
real-world botnets. There are thirteen botnet scenarios, and each of them
involves a specific type of malware with several protocols and different
actions. We choose three scenarios in the dataset that correspond to
three kinds of malware, including Menti, NSIS.ay, and Virus. The details
of the datasets are presented in Table 1.2.

1.2.4. Bot-IoT Datasets (Io'T Datasets)

We also use nine IoT attack-related datasets introduced by Y. Mei-

dan et al. [9] for evaluating our proposed models. These data sam-

10



ples were collected from nine commercial IoT devices in their lab with
two most well-known IoT-based botnet families, Mirai and BASHLITE
(Gafgyt). Each of the botnet family contains five different loT attacks.
Among these IoT attack datasets, there are three datasets, namely En-
nio_Doorbell (IoT-3), Provision PT _838_Security_Camera (IoT-6), Sam-
sung SNH_1011_N_Webcam (IoT-7) containing only one IoT botnet fam-
ily (five types of botnet attacks). The rest of these datasets consist of
both Mirai and Gafgyt (ten types of DDoS attacks).

After pre-process the raw features by one-hot encoding and remov-
ing identify features (‘saddr’, ‘sport’; ‘daddr’, ‘dport’), each data sample
has 115 attributes, which are categorized into three groups: stream ag-
gregation, time-frame, and the statistics attributes. The details of the

datasets are presented in Table 1.3.

Table 1.3: The nine JIoT datasets.

’ Dataset \ Device Name \ Training Attacks \ Training size \ Testing size ‘
ToT-1 Danmini_Doorbell combo, ack 239488 778810
ToT-2 Ecobee_Thermostat combo, ack 59568 245406
ToT-3 Ennio_Doorbell combo, tcp 174100 181400
[oT.4 | ©hilips BI20N10 Baby tep, syn 298329 800348

_Monitor
ToT-5 Provision PT_737E combo, ack 153011 675249

_Security_Camera

10T-6 ProvisionPT.838 ack, udp 265862 261989
_Security_Camera

Samsung SNH_1011

TIoT-7 N_Webcam combo, tcp 182527 192695
SimpleHome_XCS7_1002

ToT-8 _WHT _Security_Camera combo, ack 189055 674001

foT-g | Simpletome XCST7-1003 combo, ack 176349 674477

_WHT _Security_Camera

1.3. Deep Neural Networks

In this section, we will present the mathematical backgrounds of sev-
eral deep neural network models that will be used to develop our pro-
posed models in the next chapters.

A deep neural network is an artificial neural network with multiple lay-

ers between the input and output layers. This network aims to approxi-
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mate function of f*. For example, this defines a mapping y = f(z, ) and
learns the parameters 6 to approach the best approximation [1]. Deep
neural networks provide a robust framework for supervised learning. A
deep neural network aims to map an input vector to an output vector
where the output vector is easier for other machine learning tasks. This
mapping is done by given large models and large labeled training data

samples [1].

1.3.1. AutoEncoders

This section presents the structure of the AutoEncoder (AE) model
and the proposed work that exploits the AE’s representation.

1.3.1.1. Structure of AE

An AE is a neural network trained to copy the network’s input to its
output [20]. This network has two parts, i.e., encoder and decoder (as
shown in Fig. 1.2 (a)). Let W, W', b, and b’ be the weight matrices and
the bias vectors of the encoder and the decoder, respectively, and x =
{2}, 2%, ..., 2"} be a training dataset. Let ¢ = (W,b) and § = (W', b)
be parameter sets for training the encoder and the decoder, respectively.
Let g4 denote the encoder, z’ be the representation of the input sample .
The encoder maps the input 2’ to the latent representation 2* (in Eq. 1.1).
The latent representation of the encoder is typically referred to as a
“bottleneck”. The decoder p, attempts to map the latent representation

z" back into the input space, i.e, Z* (in Eq. 1.2).
2 = q4(z") = a.,(Wz' + b), (1.1)
2= pe(2") = ag(W'2" +b'), (1.2)

where a, and a,; are the activation functions of the encoder and the
decoder, respectively.
For a single sample of z*, the loss function of an AE is the difference

between z' and the output Z°. The loss function of an AE for a dataset
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is often calculated as the mean squared error (MSE) overall data sam-
ples [21] as in Eq. 1.3,

(o (%, 6,0) = % > (- )" (1.3)

1.3.1.2. Representation of AE

The effectiveness of NAD models based on AEs can be depended on
the type of activation functions used in the AEs. Each kind of activa-
tion functions can only learn some specific characteristics of input data
and different activation functions may result in significant different per-
formance of AEs. Recently, researchers has paid attention to combine
activation functions in AE models to learn more information of the in-
put data [22]. In [22], they combined the hyperbolic Tangent (Tanh)
and logistic (Sigmoid) functions to enhance the accuracy of the latent
representation for a classification problem. However, due to the van-
ishing gradient problem', the Sigmoid function is very ineffective in the
AE with many layers training on a large dataset like an IoT anomaly
dataset.

We have proposed a work [i] to exploit the effectiveness of AE in
the NAD problem. To understand the latent representation of AE, we
combine two useful activation functions, i.e., Relu and Tanh, to present
network traffic in higher-level representation space. We also conducted
an analysis on the properties of three popular activation functions, i.e.,
Sigmoid, Tanh, and Relu to explain why Tanh and Relu be more suitable
for learning characteristics of IoT anomaly data than Sigmoid. The
detail of this proposed method is described as following.

We design two AF models that have same network structure namely
AFE,. Let’s denote the encoder and decoder of AE, as En; and Dey,
respectively, and those of AF, as En, and De,, respectively. Let’s denote

Wenys ben, and Wg,,, bg,, as the weight matrix and bias vector of the

IWhen the output of an activation function go to it’s saturated area, it’s gradient will come to zero. Thus, gradient
cannot be updated. This is called as a vanishing gradient problem.
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encoders of AE; and AFEj, respectively. Those of the decoders are Wp,,,
bpe, and Wpe,, bpe,, respectively. The outputs of encoder and decoder
for AE, are z; (Eq. 1.4) and z; (Eq. 1.5), respectively. Those values for
AE, are z, (Eq. 1.6) and %, (Eq. 1.7), respectively.

21 = f(Wegn, @ + ben,), (1.4)
T1 = f(Wpe,® + bpe, ), (1.5)
2y = §(Wgn,® + bpn,), (1.6)
By = g(Wpest + bpus). (1.7)

where f and ¢ are two different activation functions which are the Tanh
and Relu in the proposed model.

The AFE, and AE, models use f and ¢ as their activation functions
for every hidden layers excepting the bottleneck layer and the last layer
where they use the Sigmoid function. Both AE models are trained sep-
arately on each batch size of the training data. Eq. 1.8 and Eq. 1.9
present the loss functions of AE, and AFE, over all data samples ' for ¢

in range 1...n, respectively. Here, we use a loss function as MSE.

1 n

RE, (z',W,b) = EZ (' — )", (1.8)
=1
RE, (x',W,b) = %Z (' — &))", (1.9)

i=1
where n is the number of training samples, (W, b) is the learning pa-
rameter set of the AE model.

After training, we use the encoder part of each AE model, i.e., En,
and En, to generate the latent representations, i.e., z; and z,. The
combination of z; and 2z, is the input of classification algorithms instead
of the original data x. Thus, the representation of the original data x
has benefits of both Tanh and Relu functions. As a result, the accuracy

of classification algorithms is improved significantly.
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Figure 1.1: AUC comparison for AE model using different activation function of IoT-
4 dataset.

We visualize AUC scores in the training process. Fig. 1.1 presents the
comparison of the AUC score of Support Vector Machine (SVM) on the
representation of five AE-based models in the IoT-4 dataset. This figure
shows that SVM is unable to classify the representation generated by the
AE-based model with the Sigmoid function (Sigmoid-based model) due
to its AUC score approximately at 0.52. The AUC score of the Tanh-
based model is nearly 0.8. However, the combination of the Sigmoid-
Tanh-based model is not higher than the Tanh-based model due to the
inefficient Sigmoid-based model. Thus, using the Sigmoid function in
the AE model for IoT anomaly detection is not as effective as problems
presented in [22].

Fig. 1.1 also shows the AUC score of the Relu-based model, which is
relatively high (over 0.9) in the training process. Moreover, the com-
bination of Relu and Tanh activation can enhance extremely high per-
formance after several epochs of training. The reasons can be that in
the AE model, using the Tanh function can reduce the limitation of the

dying problem of the Relu function and using the Relu function model

2A random classifier has an AUC score at 0.5. The detail description of AUC will be presented in section 1.5
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to handle the vanishing problem of Tanh function.

(a) AutoEncoder (AE).

N, T

(d) Adversarial AutoEncoder (AAE).

Figure 1.2: Structure of generative models (a) AE, (b) VAE, (¢) GAN, and (d) AAE.

1.3.2. Denoising AutoEncoder

Denoising AutoEncoder (DAE) is a regularized AE that aims to recon-
struct the original input from a noised version of the input [23]. Thus,
DAE can capture the true distribution of the input instead of learning
the identity [1,24]. There are several methods adding noise to the input
data, and the additive isotropic Gaussian noise is the most common one.

Let define an additive isotropic Gaussian noise C'(X|x) to be a con-
ditional distribution over a corrupted sample X, given a data sample x.
Let define X,ise t0 be the noise component drawn from the normal dis-

tribution with the mean is 0 and the standard deviation is 7,,, i.€.,
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Xnoise ~ N (0, 0roise). The denoising criterion with the Gaussian corrup-

tion is presented as follows:

C(X]|x) = X + Xpoise- (1.10)

Let define Z° to be the corrupted version of the input data 2z’ obtained
from C(x|x). Note that the corruption process is performed stochas-
tically on the original input each time a point 2z’ is considered. Based
on the loss function of AE, the loss function of DAE can be written as
follows:
- 1<, i 2
gDAE (X7 X, ¢7 8) = EZ (,I _pH(Q¢(x ))) ) (111)
i=1

where 7' is the corrupted version of z* drawn from C(X|x). ¢4 and p, are
the encoder and decoder parts of DAE, respectively. n is the number of

data samples in a dataset.

1.3.3. Variational AutoEncoder

A Variational AutoEncoder (VAE) [25] is a variant of an AE that
also consists of two parts: encoder and decoder (Fig. 1.2 (b)). The
difference between a VAE and an AE is that the bottleneck of the VAE
is a Gaussian probability density (g,(z|x)). We can sample from this
distribution to get noisy values of the representations z. The decoder
inputs a latent vector z and attempts to reconstruct the input. The
decoder is denoted by py(x|z).

The loss function of a VAE ¢y,x(2', 0, ¢) for a datapoint z' includes

two terms as follows:

EVAE(xiv 67 ¢) - - E%(z\mi) [lngg(ZL'Z’Z)]

+ Dir(qs(2l2")[[p(2)).
The first term is the expected negative log-likelihood of the i-th data

(1.12)

point. This term is also called the reconstruction error (RE) of VAE since
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it forces the decoder to learn to reconstruct the input data. The sec-
ond term is the Kullback-Leibler (KL) divergence between the encoder’s
distribution g,(z|x) and the expected distribution p(z). This divergence
measures how close ¢ is to p [25]. In the VAE, p(z) is specified as a
standard Normal distribution with mean zero and standard deviation
one, denoted as N(0,1). If the encoder outputs representations z that
are different from those of standard normal distribution, it will receive a
penalty in the loss. Since the gradient descent algorithm is not suitable
to train a VAE with a random variable z sampled from p(z), the loss
function of the VAE is re-parameterized as a deterministic function as

follows:

. 1 XK o
EVA (QZ’Z, 97 Qb) = 7 logp9($1|zl,k)
v K Zk:l (1.13)

+ D1 (qs(2l2")||p(z)).

where 2% = g ("%, 2"). ¢ is a deterministic function, €' denotes N'(0, 1).
K is the number of samples that is used to reparameterize z for the
sample z°.

After training, the latent layers (i.e., the bottleneck layers or the mid-
dle hidden layers) of AEs (AE, DAE, and VAE) can be used for a clas-
sification task. The original data is passed through the encoder part of
AEs to generate the latent representation. A classification algorithm is

then applied to the latent representation instead of the original input.

1.3.4. Generative Adversarial Network

A Generative Adversarial Network (GAN) [26] has two neural net-
works which are trained in an opposite way (Fig. 1.2(c)). The first
neural network is a generator (Ge) and the second neural network is a
discriminator (Di). The discriminator Di is trained to maximize the
difference between a fake sample X (comes from the generator) and a
real sample x (comes from the original data). The generator Ge inputs

a noise sample z and outputs a fake sample X. This model aims to fool
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the discriminator D7 by minimizing difference between x and x.

Loan = Ex[log Di(x)] + E,[log(1 — Di(Ge(z)))]. (1.14)

The loss function of GAN is presented in Eq. 1.14 in which Di(x) is
the the probability of Di to predict a real data instance x is real, Ge(z)
is the output of Ge when given noise z, Di(Ge(z)) is the probability of
Di to predict a fake instance (Ge(z)) is real, Ey and F, are the expected
value (average value) overall real and fake instances, respectively. Di is
trained to maximize this equation, while Ge tries to minimize its second
term. After the training, the generator (Ge) of GAN can be used to
generate synthesized data samples for attack datasets. However, since
two neural networks are trained oppositely, there is no guarantee that
both networks are converged simultaneously [27]. As a result, GAN is
often difficult to train.

Auxiliary Classifier Generative Adversarial Network (ACGAN) [28] is
an extension of GAN by using the class label in the training process.
ACGAN also includes two neural networks operating in a contrary way:
a Generator (Ge) and a Discriminator (Di). The input of Ge in ACGAN
includes a random noise z and a class label ¢ instead of only random
noise z as in the GAN model. Therefore, the synthesized sample of Ge
in ACGAN is X = Ge(c, 2), instead of X, = Ge(2). In other words,
ACGAN can generate data samples for the desired class label.

1.3.5. Adversarial AutoEncoder

One drawback of VAE is that it uses the KL divergence to impose
a prior on the latent space, p(z). This requires that p(z) is a Gaus-
sian distribution. In other words, we need to assume that the original
data follows the Gaussian distribution. Adversarial AutoEncoder(AAE)
avoids using the KL divergence to impose the prior by using adversarial
learning. This allows the latent space, p(z), can be learned from any
distribution [29].
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Fig. 1.2(d) shows how AAEs work in detail. Training an AAE has two
phases: reconstruction and regularization. In the reconstruction phase
(RP), a latent sample z is drawn from the generator Ge. Sample z is
then sent to the decoder (denoted by p(x|z)) which generates X from z.
The RE is computed as the error between x and x (Eq. 1.15) and this

is used to update the encoder and the decoder.

Lip = — Ex [log p(x]2)]. (1.15)

In regularization phase (RG), the discriminator receives z from the
generator Ge and z is sampled from the true prior p(z). The generator
tries to generate the fake sample, z, similar to the real sample, z, by min-
imizing the second term in Eq. 1.16. The discriminator then attempts to
distinguish between z and z by maximizing this equation. An interesting
note here is that the adversarial network’s generator is also the encoder
portion of the AE. Therefore, the training process in the regularization
phase is the same as that of GAN.

Lo = E, [log Di(z)] + E4 [log(1 — Di(En(x)))] . (1.16)
An extension of AAE is Supervised Adversarial AutoEncoder (SAAE) [29]

where the label information is concatenated with the latent representa-
tion (z) to form the input of Di. The class label information allows
CAAE to generate the data samples for a specific class. Another version
of AAE is Denosing AAE (DAAE) [30] that attempts to match the in-
termediate conditional probability distribution ¢(Z|Xueise) With the prior
p(z) where Xpise 18 the corrupted version of the input x as in Eq. 1.10.
Because DAAE reconstructs the original input data from the corrupted
version of input data (input data with noise), its latent representation

is often more robust than the representation in AAE [23].
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Figure 1.3: Traditional machine learning vs. transfer learning.

1.4. Transfer Learning

Transfer Learning (TL) is used to transfer knowledge learned from a
source domain to a target domain where the target domain is different
with the source domain but they are related data distributions. This
section will present the definition of TL and the distance metric between

two data distributions used in the thesis.

1.4.1. Definition

TL refers to the situation where what has been learned in one learning
task is exploited to improve generalization in another learning task [1].
Fig. 1.3 compares traditional machine learning methods, including tradi-
tional machine learning and TL models. In traditional machine learning,
the datasets and training processes are separated for different learning
tasks. Thus, no knowledge is retained /accumulated nor transferred from
one model to another. In TL, the knowledge (i.e., features, weights) from
previously trained models in a source domain is used for training newer
models in a target domain. Moreover, TL can even handle the problems

of having less data or no label information in the target domain.
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We consider the TL method with an input space X and its label
space Y. Two domain distributions are given, such as a source domain
Dg and a target domain D7. Two corresponding samples are given, i.e.,
the source sample Dy = (Xg,Ys) = (a%,y%).", and the target sample
Dy = (X7) = (24)1%,. ng and ny are the number of samples in the source
domain and the target domain, respectively. The learning task builds a
model based on the source domain with label information and the target

domain without label information to classify the target domain.

1.4.2. Maximum mean discrepancy (MMD)

Similar to KL divergence [2], MMD is used to estimate the discrepancy
of two distributions. However, MMD is more flexible than KL by the
ability of estimating the nonparametric distance [31]. Moreover, MMD
can avoid computing the intermediate density of the distributions. The
definition of MMD can be formulated as Eq. 1.17.

1 & ; 1 & :

MMD(Xs, Xr) =[—3 &(zl) —— &lap),  (117)
ns o nr o

where ng and ny are the number of samples of the source and target
domain, respectively, & presents the representation of the original data

xl or k.
1.5. Evaluation Metrics

In this section, we present two evaluation metrics that will be used
to evaluate the performance of our proposed models. These include the
AUC score and the model’s complexity .

The AUC score is a main performance evaluation metric used to mea-
sure the effectiveness of our proposed models. Besides, for each scenario
of experiment, we additionally use some other metrics to assess various
sides of the proposed models. In such cases, we shortly describe these
metrics before using. For example, we use the Parzen window-based
log-likelihood of generative models to evaluate the quality of generating

samples.
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1.5.1. AUC Score

AUC stands for Area Under the Receiver Operating Characteristics
Curve [32] that is created by plotting the True Positive Rate (TPR) or
Sensitivity against the False Positive Rate (FPR) at various threshold
settings. The True Positive Rate (TPR) score measures how many actual
positive observations are predicted correctly (Eq. 1.18). FPR is the

proportion of real negative cases that are incorrectly predicted (Eq. 1.19).

TP

TPR= —— 1.1

R=Tprw (1.18)
FP

FPR= —— 1.1

R= TP (1.19)

where TP and FP are the number of correct and incorrect predicted
samples for the positive class, respectively, and TN and FN are the
number of corrected and incorrect predicted samples for the negative
classes. The advantage of these metrics is that they are very intuitive
and easy to implement. However, they make no distinction between
classes that are sometime insufficient to measure a classifier especially
for imbalanced datasets [32].

A perfect classifier will score in the top left hand corner (FPR = 0,
TPR = 100%). A worst-case classifier will score in the bottom right
hand corner (FPR = 100%, TPR = 0). The space under the ROC curve
is represented as the AUC score. It measures the average quality of the
classification model at different thresholds. A random classifier has an
AUC value of 0.5, and the value of the AUC score for a perfect classifier
is 1.0. Therefore, the most classifier has the values of AUC score between
0.5 and 1.0.

1.5.2. Complexity of Models

In general, model complexity can be defined as a function of a num-

ber of trainable parameters®: the more trainable parameters a model

3The parameters are updated in the training process of a neural network.
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has, the more complex the model is [33,34]. The function of calculat-
ing trainable parameters are slightly different between neural network
types. Commonly, for the fully connected layers, the number of train-
able parameters can be calculated by (n+1) x m, where n is the number
of input units and m is the number of output units, and the +1 term
presents the bias terms. These can be used to represent the model size
of a neural network [33].

As discussed in [34], given equivalent accuracy, one neural network
architecture with fewer parameters has several advantages such as more
efficient distributed training, less overhead when exporting new models
to clients, and embedded development. Therefore, we use the number of
trainable parameters of deep neural network based models to compare
their model sizes or complexity. Besides, we also report the inference
time in each proposed model for comparison. Moreover, the same com-
puting platform (Operating system: Ubuntu 16.04 (64 bit), Intel(R)
Core(TM) 15-5200U CPU, two cores and 4GB RAM) was used in every

experiment in this thesis.

1.6. Review of Network Attack Detection Methods

After selecting appropriate features to represent network traffic, a
NAD system will determine network attacks based on analysing the
security data [35]. This system can identify malicious network traf-
fic generated by network attacks by using various methods. Generally,
NAD methods can be grouped into three categories, i.e., knowledge-

based methods, statistical-based methods, and machine learning-based
methods [7,35].

1.6.1. Knowledge-based Methods

This approach requires a knowledge of some specific network attacks
to pre-defined attack rules or signatures of known attack samples. If
incoming network traffic matches the pre-defined attack signatures, this

traffic is considered a kind of attack. This is the earliest technique used
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for the NAD problem [35]. The attack signatures are pre-defined by
a type of string. The incoming network traffic is extracted and then
matched to the pre-defined signatures. If the information is matched,
the incoming traffic will be detected as an attack [36]. This work is
a simple method and can detect known attacks accurately. However,
with a large number of string rules, the matching process is a massive
computation.

Other approaches of the knowledge-based methods for NAD are based
on the description of language or an expert system. For example, [37]
used a finite state machine to represent and control the execution flow. A
state monitors the history data. Then, the finite state machine represents
the normal network behaviours. Any observed deviation reported by the
finite state machine is considered as an attack. The work [38] defined a
language syntax of rules to represent characteristics of attacks. Besides
that, the rules can be defined by the combination working of a knowledge
engineer and a domain expert as in [39]. These approaches can detect
widespread network attacks quickly and accurately. However, it is unable
to detect unknown attacks that are more serious for the information

security of network systems [40)].

1.6.2. Statistical-based Methods

In statistics-based methods, the distribution of normal traffic is built
for normal behaviors. In the sequel, the NAD system detects low prob-
ability behaviors (i.e., anomalous behaviors) as attacks. These methods
use statistical metrics, such as mean, median, and standard deviation of
network packets to define a threshold. For an incoming network behav-
ior, if the statistical metric is passed over this threshold, the network
behavior is detected as a network attack [7].

Ye et al. [41] created the normal profile for an only univariate and
multivariate metric of behavior in computer systems. The NAD sys-
tem monitors anomalous in each individual metric. Besides, Viinikka et

al. [42] aggregate the time-series features to alert anomalous. Qingtao et
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al. [43] presented a technique to detect anomaly samples by the abrupt
variation of the time-series data. Bhuyan et al. [44] discussed that the
statistical-based methods are simple and less accurate.

Both knowledge-based and statistics-based approaches are simple, thereby
less time-consuming. However, they usually need a large amount of
prior knowledge of network attacks before they can detect these attacks.

It is not suitable for the development of the network environment to-
day. With increasing network size and complexity, network attacks are
evolved quickly. Therefore, we are unable to have enough prior knowl-
edge before they harm network systems. Moreover, we also cannot detect

zero-day attacks (i.e., new attacks).

1.6.3. Machine Learning-based Methods

To handle the issues of knowledge-based and statistics-based meth-
ods, the machine learning-based approach is developed dramatically to
resolve NAD problems effectively. Machine learning-based methods use
machine learning models to detect network attacks by extracting knowl-
edge from enormous network traffic data. Machine learning models can
be used to find new characteristics of network traffic data. As a result,
they can predict network behaviors as normal or certain types of attacks.
The NAD problem based on machine learning is currently receiving con-
siderable interest from the research community. One of the appealing
properties of a machine learning-based NAD system is its ability to de-
tect new or unknown attacks. It is discussed more detail in the sequel.
Machine learning-based methods can be divided into three groups, i.e.,
unsupervised learning, semi-supervised learning, and supervised learn-
ing.

The ability of building models without collecting attack data from
unsupervised and semi-supervised samples is considered in many NAD
systems. [45] proposed to use the K-mean clustering algorithm to reduce
the network packet payload size. Then, the packet payload content is

classified more effectively. Hongchun et al. [46] proposed a framework
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for attack detection in wireless sensor networks. In this framework, an
unsupervised machine learning method, i.e., Mean Shift Clustering algo-
rithm, was used to detect anomalous patterns that reflect the anomalous
behaviors from the normal context in wireless sensor networks. In the
sequel, they used SVM for maximizing the margin between normal and
anomalous features. Nomm et al. [13] proposed a semi-supervised ap-
proach for identifying IoT attacks in which the datasets are re-sampled
before using the Local outlier factor and One-Class SVM to detect mali-
cious samples. The drawback of this work is that the sampling technique
can change the original data distribution, thereby reducing the effective-
ness of Local outlier factor and One-Class SVM.

The advantage of unsupervised and semi-supervised learning is that
they can detect unknown attacks without any prior knowledge. More-
over, they do not require label attacks when building models. However,
they do not adequately detect known attacks due to training models
without knowledge about attacks. Moreover, we usually need to set
threshold values that are used to distinguish normal and anomalous data
samples manually. It reduces learning automatically from the data of a
machine learning model. The next sub-sections will present the previous

work related to three approaches of the thesis.
1.6.3.1. Machine Learning Methods for Network Attack Detection

The first popular machine learning technique is used for NAD prob-
lems is SVM. The idea of SVM is that input vectors are non-linearly
mapped to a higher dimensional feature space, which is a linear decision
surface [47]. The effectiveness of SVM in the NAD problem has proven
in many previous works [13,48-50]. For expressly, [50] analyzed SVM-
based NAD techniques. Their experimental results showed that Linear
SVM, Quadratic SVM, Fine Gaussian SVM, and Medium Gaussian SVM
provide very high accuracy on the NAD problem. Besides that, SVM
can be used for feature selection to extract essential features for attack

detection systems [51].
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The second machine learning approaches are based on tree archi-
tectures Nadiammai et al. [52] analyzed the performance of tree-based
algorithms, including Decision Stump, Bloom filter Tree, Iterative Di-
chotomiser 3 (ID3), J48, Logical Analysis of Data (LAD), Random Tree,
REP Tree, Random Forest (RF), and Simple Cart algorithms for the
NAD problem. They proved that RF is the best classifier for identify-
ing network attacks based on the NSL-KDD dataset. RF is constructed
by bagging ensembles of random trees [53]. Paulo et al. [54] provided
the survey of using RF for NAD. [55] also implemented RF for feature
selection and attack detection on the NSL-KDD dataset. These proved
that RF is one of the popular tree-based classifiers for NAD systems.
Besides, Bahsi et al. [11] used the decision tree and K-nearest neighbor
algorithms to identify the Mirai botnet family and the Gafgyt botnet
family. Chawathe [12] applied a number of machine learning algorithms,
including ZeroR and OneR, rule-based, and tree-based classifiers (J48
and Random Forest) to detect [oT anomalies.

The above machine learning approaches can detect known attacks ef-
fectively due to using the information of both normal data and known
attacks for training. However, these approaches are ineffective in detect-
ing new types of attacks. Moreover, the accuracy of a machine learning
model is affected by an imbalanced data problem.

Besides effectiveness of machine learning-based methods for NAD,
these methods face with three challenges presented in the INTRODUC-
TION part of the thesis. First, the network traffic is heterogeneity and
complexity. Second, the network traffic datasets are usually imbalanced.
Third, there are many types of networks in which we are difficult to
collect the data with label information. Therefore, this thesis aims to

resolve these challenges in the NAD model using machine learning meth-
ods.

28



1.6.3.2. Machine Learning Methods for Handling Imbalanced Data

Techniques for handling the imbalance problem can be grouped into
two categories: cost-sensitive learning and data re-sampling. The first
group operates at the algorithmic level by assigning higher miss classi-
fication costs to the minority class than to the majority [56-59]. Zhang
et al. [57] divided the data into smaller balanced subsets using an intel-
ligent sampling technique. After that, a cost-sensitive SVM learning is
applied to deal with the imbalance problem. Li et al. [59] proposed an
approach for dealing with imbalanced data by setting a higher weight
to the minority class during training an ensemble machine learning al-
gorithm (Adaboost).

Recently, many new approaches have been proposed to address the im-
balance problem in deep neural networks. Chung et al. [58] introduced
a new regression loss function for multi-class deep learning to handle
the imbalance problem. Wang et al. [60] and Raj et al. [61] proposed
loss functions that independently calculate the error for classes and then
averages them together. Khan et al. [56] proposed a cost-sensitive deep
neural network that can automatically learn robust feature representa-
tions for both the majority and minority classes.

The second group aims to alter the training data distribution to
balance the majority and minority classes, usually by random under-
sampling the major or over-sampling the minor [62,63]. However, these
techniques have some potential downsides. While under-sampling can
lose useful information about the majority class data, over-sampling
does not increase any information since the exact copies of the minority
class are replicated randomly [63]. To overcome this limitation, Syn-
thetic Minority Over-sampling Technique (SMOTE) [64] generates the
synthesized minority class by extrapolating and interpolating minority
samples from the neighborhood ones. It has the effect of creating clusters
around each minority observation. An extension of SMOTE is SMOTE-
SVM [65] that synthesizes samples located in the borderline between
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classes by only generating samples for the support vectors of an SVM
model trained on the original dataset.

Ensemble methods (hybrid methods) combine a classifier’s re-sampling
technique to discover the majority and minority classes. BalanceCas-
cade [66] develops an ensemble of classifiers to select which majority of
class samples to under-sample systematically. The number of classifiers
is applied in sub-datasets, which include majority and minority samples
with a balanced rate. The majority of samples will be removed if they
are classified correctly from classifiers. EasyEnsemble [66] learns differ-
ent aspects of the original majority class in an unsupervised manner.
First, many balanced training sets are created using a random under-
sampling technique. Next, a model is trained on each dataset, and the
prediction is combined as in the bagging technique [67]. Tomek Link [68]
removes samples from the negative class that is close to the positive re-
gion to return a dataset that presents a better separation between the
two classes.

Although SMOTE-SVM, BalanceCascade, and EasyEnsemble have
been widely adopted and their effectiveness has been well-evidenced [62,
69], the shortcoming of these methods is that the distribution of the orig-
inal data can be lost [70]. In other words, the generated data samples
may have a very different distribution from the original data. Subse-
quently, the performance of machine learning algorithms trained on the
augmented dataset may be hurt.

Recently, generative models are widely used to generate data samples.
A Generative Adversarial Network (GAN) was used to create images
with various styles [26]. To generate samples for a specific class, some
extensions of generative models have been proposed. Auxiliary Classifier
Generative Adversarial Network (ACGAN) [28] is an extension of GAN
by using the class label in the training process. ACGAN can generate
data samples for the desired class label. Similar to GAN, the train-
ing process in ACGAN using a gradient descent algorithm may not be
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converged. Since two cost functions are updated independently, there
is no guarantee to enhance the training error for both neural networks
in ACGAN [27]. Supervised Adversarial AutoEncoder (SAAE) [29] and
Conditional Variational AutoEncoder (CVAE [71]) are the extensions of
AAE and VAE, respectively, which are also used to generate the images
with a specific class. However, the AAE-based model has the advantage
of training processes to enhance the better quality samples [29].
Therefore, in Chapter 3, we propose a novel method for generating the
synthesized malicious samples of various network attacks. Notably, the
synthesized samples of our method are proved to be stronger correlated
to the original data distribution compared with those of the previous

approaches.
1.6.3.3. Deep Neural Network Methods for Representation Learning

For learning representation data, deep learning has attracted paramount
interest in network attack detection, e.g., [9,21,72-74], in which AEs play
pivotal roles, e.g., [9,21,75,76]. Meidan et al. [9] proposed an AE model
to train with the normal data samples. It then sets a RE threshold to
classify an unseen data sample to be a normal or malicious one. Juliette
et al. [75] presented an online and real-time unsupervised NAD algorithm
which uses a discrete time-sliding window to continuously update the
feature space and an incremental grid clustering. Ibidunmoye et al. [76]
estimated an underlying temporal property of the stream via adaptive
learning, and then used statistically robust control charts to recognize
deviations. However, these approaches require frequent adjustment of
the threshold value.

More recently, Cao et al. [21] proposed two AE-based models, namely
Shrink AE (SAE) and Dirac Delta VAE (DVAE), to learn a latent rep-
resentation. This latent representation aims to facilitate one-class NAD
methods in dealing with high-dimension data. Specifically, the regular-
izer in [21] helps SAE and DVAE learn (in a semi-supervised manner)

to project normal class in a small region at the origin. It is based on the
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assumption that only normal samples are available for training. They
did not use any information about the attacked class to train the rep-
resentation models. Besides that, Wang et al. [73] and Li et al. [72]
presented a learning representation method based on Convolution Neu-
ral Network. However, this network is rarely used for NAD due to the
1-D dimension of security data. Moreover, Deep Belief Network (DBN)
was proposed as a very effective representation learning model that can
be used in NAD [77].

In many scenarios, however, a particular type of IoT attacks can be
collected and labeled. In this case, supervised learning-based methods
are usually better than semi-supervised methods in detecting known
attacks. Therefore, in Chapter 2, our work aims to develop a novel latent
representation that facilitates supervised learning-based NAD methods
in detecting unknown /new attacks. Moreover, our proposed regularizers
in this work can also be expanded to multi-classification problems that

the models in [21] cannot do.
1.6.3.4. Deep Neural Networks for Transfer Learning

The approaches using deep learning techniques to isolate the attack
samples (anomaly samples) have been used in several previous researches
for NAD [9,21,75,76]. Juliette et al. [75] presented a new online and
real-time unsupervised network anomaly detection algorithm that uses
a discrete time-sliding window to update continuously the feature space
and an incremental grid clustering to detect anomalies. In [76], an under-
lying temporal property of the stream is estimated via transfer learning
(TL), and then statistically robust control charts are applied to recognize
deviations. However, this approach highly depends on the chosen thresh-
old value. Another work represents the original data in a new space that
encourages the classification tasks [21]. However, general machine learn-
ing models usually need to assume that the data distribution of training
datasets is similar to the data distribution of testing datasets. However,

many real-world applications are unable to make this assumption [78,79].
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Therefore, deep transfer learning (DTL) techniques are recently lever-
aged widely. The works in [78, 80, 81] give details of categories and
applications of DTL. Based on using deep neural networks, DTL can
be categorized into four groups, such as instance-based DTL, mapping-
based DTL, network-based DTL, and adversarial-based DTL.

The instance-based DTL approach selects samples from the source
domain to supplement the training set in the target domain. These
samples are assigned appropriate weight values in the training set. [82]
proposed the bi-weighting domain adaptation that can map the feature
spaces of both source and target domains to the common coordinate sys-
tem. In the new representation space of features, samples in the source
domain are assigned appropriate weights. To learn sample weights, [83]
introduced a metric DTL framework together with learning a distance
between two domains. This framework makes knowledge transfer be-
tween domains more effectively. An ensemble DTL introduced in [84]
can leverage samples from the source domain to train on the target do-
main.

Mapping-based DTL aims to map samples from both the source do-
main and target domain into a new feature space. Thus, in the new
representation space, the source domain representation and the target
domain representation are similar and be considered as a training set of
a deep neural network. The work in [85] introduced an adaptation layer
and an additional domain confusion loss based on MMD to learn a new
representation space. In this new representation space, the source do-
main and target domain are invariant. To measure the distance of joint
distributions, joint MMD (JMMD) was introduced in [86] to transfer the
data distribution in different domains and improve previous works.

Adversarial-based DTL refers to use adversarial networks inspired by
generative adversarial nets (GAN) [26] to get a representation space that
is suitable to both the source domain and target domain. [87] introduced

a new loss function of GAN combining with a discriminative model to
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a DTL method. A randomized multi-linear adversarial network was
introduced in [88] to find the multiple feature layers. It can allow both
DTL and discriminative adversarial DTL.

Network-based DTL reuses the network structure and parameters
trained in the source domain for training the target domain. [89] reused
front-layers of Convolutional Neural Network (CNN) trained on the Im-
ageNet dataset to map images in other datasets to intermediate image
representation. It helps to transfer knowledge to other object recogni-
tion tasks with a small training set size. [90] introduced an approach
to learning adaptive classifiers with a residual function. Several DTL
approaches based on AEs were introduced in [2,3,91]. They used dif-
ferent AE-based models such as AE [2], denoising AE [91], and sparse
AE [3] for some specific applications. In previous work based on AE,
the transferring process is executed only on the bottleneck layer. They
may use the KL metric [2] or MMD metric [3] to minimize the represen-
tation data at the bottleneck layers of the source domain and the target
domain.

To take the advantages of deep neural networks for learning network
traffic representation, we develop a network-based DTL method for en-
hance attack detection in IoT. More specifically, transferring the higher
level of features from the source domain with labels to the target do-
main without labels helps to improve the classifying tasks of the target
domain. This approach improves the accuracy of learning tasks on the
target domain with limited samples and no labels. Therefore, we propose
a DTL model in Chapter 4 that uses the network-based DTL approach to
enhance the classifying task’s performance on the target samples without
target labels.

Our proposed DTL model in Chapter 4 leverages a non-linear mapping
of a neural network (i.e., AE) to improve the performance of attack
detection on the target domain. The key idea of our proposed DTL
model (compared with previous AE-based DTL methods [2,3]) is that

34



the knowledge of features in every encoding layer (instead of the only
bottle layer in previous works) is transferred to the target domain. It
helps to force the latent representation of the target domain is similar
to the latent representation of the source domain. The experimental
results illustrate the effectiveness of our proposed DTL model on the

target domain’s attack detection task.

1.7. Conclusion

This chapter presents the fundamental backgrounds of related work
to this thesis. We define the NAD problem as well as the common
security datasets used for NAD methods. In the sequel, approaches for
this problem are shown including statistical-based methods, knowledge-
based methods, and machine learning-based methods. Between these
methods, machine learning-based methods are more powerful methods
and more widely used in the NAD problem.

In the NAD problem, both known attacks and unknown attacks are
dangerous for network systems. Therefore, we aim to make the machine
learning approach more effectively to detect both known and unknown
attacks. First, we will develop the deep neural network models that help
to represent network traffic in an appropriate feature space where clas-
sification algorithms can distinguish normal samples and attack samples
more accurately. Second, we will develop a deep neural network to han-
dle the imbalanced data problem, which usually reduces the accuracy of
a machine learning model. Finally, we will handle “the lack of label”
information on a new domain of network traffic by developing a DTL
technique. It can improve NAD in a domain of network traffic, which
has no label information, with the help of label information of a related

domain.
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Chapter 2

LEARNING LATENT REPRESENTATION FOR NETWORK ATTACK
DETECTION

The Internet has emerged as a cutting-edge technology that is chang-
ing human life. However, the rapid and widespread applications of In-
ternet services make cyberspace more vulnerable, especially to network
attacks in which network devices are used to launch attacks on cyber-
physical systems. Thus, detecting and preventing these network attacks
is critical. However, this task is very challenging due to the continuous
and fast evolving of attackers. Among network attacks, unknown ones
are far more devastating as these attacks could surpass most of the cur-
rent security systems and it takes time to detect them and “cure” the
systems.

To effectively detect new/unknown attacks, in this chapter, we pro-
pose a novel representation learning method to enhance the accuracy
of deep learning in detecting network attacks, especially unknown at-
tacks. Specifically, we develop three regularized versions of AutoEn-
coders (AEs) to learn a latent representation from the input data. The
bottleneck layers of these regularized AEs trained in a supervised manner
using normal data and known network attacks in the IoT environment
will then be used as the new input features for classification algorithms.
The contributions of this chapter are published and accepted to the work

[ii] and [vi] of our publications.
2.1. Introduction

With the rapid development of network devices and services, networks
have been providing enormous benefits to many aspects of our life, such

as healthcare, transportation, and manufacturing [92]. The data trans-
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mitted from/to these network devices often contains sensitive informa-
tion of users, such as passwords, phone numbers, photos and locations,
which usually attracts hackers [93]. Moreover, the rapid growth in the
number of diverse network devices and services can lead to a dramatic
increase in the number of emerging network attacks (also referred to
as [21]. Identifying attacks in the IoT environment with a massive num-
ber of devices and services would be a challenging, especially with the
fast and continuous evolution of network attacks [9,93-98|.

Machine learning has proven its great potential in the NAD prob-
lem [9-13]. Depending on the availability of data labels, machine learning-
based NAD can be categorized into three main approaches: supervised
learning, semi-supervised learning, and unsupervised learning [14]. Su-
pervised learning methods assume that both labeled normal and abnor-
mal data are available for constructing predictive models. They attempt
to model the distinction between normal behaviors and anomalous activ-
ities. The downside of supervised learning methods is that they require
a sufficient number of normal and abnormal instances to achieve good
performance. Moreover, these methods are often ineffective in detecting
unknown attacks, i.e., the attacks which are not contained in the train-
ing data. Semi-supervised learning methods assume that only labeled
normal data is available for training models. These methods construct
generative models representing normal behaviors and measure how well
an unseen sample fits the models. Unsupervised methods require no la-
beled training data and rely on the assumption that the number of attack
samples is far fewer than that of the normal samples [14]. Since unsu-
pervised and semi-supervised approaches do not require abnormal data
to construct predictive models, they are often more robust to unknown
attacks and hence widely applied to NAD [21,44,99]. The limitation
of semi-supervised and unsupervised approaches is, however, that they
might not be as effective as supervised approaches in identifying the

previously known attacks. In this chapter, we develop a novel approach
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Figure 2.1: Visualization of our proposed ideas: Known and unknown abnormal sam-
ples are separated from normal samples in the latent representation space.

that performs effectively on both known and unknown attacks.

Among many types of attacks, unknown ones are the most dangerous
but difficult to detect since these attacks could surpass most of the ad-
vanced security techniques and cause serious devastation to network sys-
tems [21,100]. Moreover, network attack data is very heterogeneous and
complex, leading to inaccurate NAD systems. Recently, deep learning-
based NAD has received more considerable attention from researchers
and industry [9,21,72-74,101] to learn the representation of network at-
tack data. Among deep learning-based techniques, AEs are widely used
for NAD [21]. In this chapter, we propose a novel learning approach
that can inherit the strength of supervised learning methods in detect-
ing known IoT attacks and the ability to identify unknown attacks of
unsupervised methods.

In the new representation space, normal data and known network at-

tacks will be forced into two tightly separated regions, called normal
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region (green circle points in Fig. 2.1) and anomalous region (red plus
points in Fig. 2.1), respectively. We hypothesize that unknown attacks
will appear closer to the anomalous region (yellow triangle points in
Fig. 2.1) as they may share some common characteristics with known
ones. Hence, they can be easily detected. To obtain the feature represen-
tation, we develop two new regularized AEs, namely Multi-distribution
AE (MAE) and Multi-distribution Denoising AE (MDAE). These AEs
will learn to construct the desired feature representation at their bot-
tleneck layers (also called “latent feature space”). The resulting repre-
sentation can facilitate supervised learning-based NAD methods, such
as Linear Support Vector Machine (SVM), Perceptron (PCT), Nearest
Centroid (NCT), and Linear Regression (LR). Because experiments aim
to emphasize the effectiveness of representation methods, thus, we prefer
to use the linear/simpler classifiers, e.g., SVM, PCT, NCT, and LR , to
lessen the impact of classifiers on the results.

The major contributions of this chapter are as follows:

e Introduce a new latent feature representation to enhance the abil-

ity to detect unknown network attacks of supervised learning-based
NAD methods.

e Propose three novels regularized AEs to learn the new latent repre-
sentation. A new regularizer term is added to the loss function of
these AEs to separate normal samples from abnormal samples in the
latent space. This latent representation is then used as the input to

classifiers to identify abnormal samples.

e Perform extensive experiments using nine latest IoT botnet datasets
to evaluate our models. The experimental results show that our
learning representation models help simple classifiers perform much
better when comparing to learning from the original features or using

latent representations produced by other AEs.

e Conduct a thorough analysis of the characteristics of the latent rep-
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resentation in detecting unknown attacks, performing on a cross-
dataset test, and its robustness with various values of hyper-parameters.
This analysis sheds light on the practical applications of the proposed

models.

The rest of the chapter is organized as follows. The proposed mod-
els are presented in Section 2.2. Section 2.4 presents the experimental
settings. Section 2.5 discusses and analyzes results obtained from the
proposed models. Finally, in Section 2.6, we conclude and suggest po-

tential future work.

2.2. Proposed Representation Learning Models

In this section, the chapter describes the proposed latent representa-
tion that facilitates supervised learning-based NAD methods in identi-
fying attacks, especially unknown attacks. This chapter then presents
three novel regularized AEs that can learn to construct the new latent
representation of data.

In the latent representation, normal samples and known attacked sam-
ples are forced to distribute into two tightly separated regions, the nor-
mal region, and the anomalous region, respectively. Unknown attacks
that may share some common attributes with known attacks can be iden-
tified as closer to the anomaly than the normal region. Our approach
is to develop the AE-based models that can learn to construct the new
feature representation at the bottleneck layer to achieve the feature rep-
resentation. This chapter introduces new regularized terms to the loss
functions of AEs. Data labels are incorporated into the regularizers to
compress normal and known attacked data into two tiny separated re-
gions associated with each class of data in the latent representation.
The latent representation is then used as the input of binary classifiers,
such as SVM and LR. The output of these classifiers is the final score to
determine the abnormality of the input data sample.

As such for effective learning the latent representation, this chapter
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introduces new regularizers to a classical AE and a DAE to form two reg-
ularized AEs. These AEs are named as Multi-variational AE (MVAE),
Multi-distribution AE (MAE) and Multi-distribution DAE (MDAE).
Our proposed models are also very different from the regularized AEs
presented in [21]. Specifically, the regularized AEs in [21] can learn to
represent only normal class into a small region at the origin in a semi-

supervised manner.

2.2.1. Muti-distribution Variational AutoEncoder

Muti-distribution Variational AutoEncoder (MVAE) is a regularized
version of VAE, aiming to learn the probability distributions represent-
ing the input data. To that end, this chapter incorporates the label
information into the loss function of VAE to represent data into two
Gaussian distributions with different mean values. Given a data sample
x' with its associated label y’, u,: is the distribution centroid for the

class y’. The loss function of MVAE on z° can be calculated as follows:

o 1 E o
gMVAE(xZa y', 0, Cb) = — = logpe(xqzl’kayz)
K ; (2.1)

+ DKL(qu(quia yZ)HP(ZZ‘Z/Z))a

where 2% = g,(e"* 2'). ¢ is a deterministic function and " ~ N(0, 1);
K and 4" are the number of samples used to reparameterize z° and the
label of the sample z‘, respectively.

The loss function of MVAE consists of two terms. The first term
is RE or the expected negative log-likelihood of the -th data point to
reconstruct the original data at its output layer. The second term is cre-
ated by incorporating the label information to the posterior distribution
qs(z'|z") and the prior distribution p(z’) of VAE in Eq. 1.13. Therefore,
the second term is the KL divergence between the approximate distribu-
tion g,(z'|2",y") and the conditional distribution p(z‘|y’). The objective
of adding the label information to the second term is to force the samples

from each class data to reside in each Gaussian distribution conditioned
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on the label y*. Moreover, p(z‘|y") follows the normal distribution with
the mean p,: and the standard deviation 1.0, p(z'|y") = N (pyi, 1)'. The
posterior distribution g,(z*|2’, y*) is the multi-variate Gaussian with a di-
agonal covariance structure. In other words, ¢4(2'|2", y") = N (i, (¢)?),
where p' and ¢ are the mean and standard deviation, respectively, are
sampled from the sample 2. Thus, the Multi-KL term in Eq. 2.1 is

rewritten as follows:

Drr(qs(2'|2, y")1pe(2'y"))
= DKL(N(Nia (Ui)2)"N(ﬂyi7 1))

Let D, p and 0! denote the dimension of z*, the j-th element of '

(2.2)

and o, respectively; [y is the j-th element of p,:. Then, applying the
computation of the KL divergence, the Multi-KL term is rewritten as

follows:
D (as(2[2", y') [pa(21y"))
— 1%((0?)2 + (s — ) —1— log((a":)2)). (2.3)
2 = 7 7 Y5 J

Taking Multi-KL term in Eq. 2.3, the loss function of MVAE in Eq. 2.1

finally is rewritten as follows:

Covap(2',y',0,0) = ——Zlogpg Y')
(2.4)

P — i) = 1~ log((0)?)).

J

l\DI»—\

where \ is a parameter to control the trade-off between two terms in
Eq. 2.4 as discussed in [21]. The trade-off parameter X is approximated
by the ratio of two loss terms, i.e., the RE and Multi-KL terms, in the
loss function of MVAE. This helps to reduce both two loss terms more

efficiently:.

IThis chapter has tested several small values (10~2,1072 and 10~1) for the covariance of the Gaussian distributions
of the two classes in order to shorten “tails” of these distributions. At the early iterations of the MVAE training process,
the Multi-KL term of MVAE is extremely large compared to the RE term, which makes MVAE difficult to reconstruct
the input data. In the later iterations, the Multi-KL term is small, but both of the two terms fluctuate substantially [21].
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The mean values for the distributions of the normal class and attack
class are chosen to make these distributions located far enough from each
other. In our experiments, the mean values are 4 and 12 for the normal
class and attack class, respectively. These values are calibrated from the
experiments for the good performance of MVAE. In this chapter, the
distribution centroid pu,: for the class y’, and the trade-off parameter A
are determined in advance. The hyper-parameter p,; can receive two
values associated with the normal class and the attack class. The trade-
off parameter A is approximated by the ratio of two loss terms in the

loss function of our proposed models.

2.2.2. Multi-distribution AutoEncoder
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Figure 2.2: The probability distribution of the latent data (zg) of MAE at epoch 0,
40 and 80 in the training process.

This subsection describes how to integrate a regularizer to an AE
to create Multi-distribution AutoEncoder (MAE). The regularizer is a
multi-distribution penalty, called €(z), on the latent representation z.
The penalty 2(z) encourages the MAE to construct a new latent feature
space in which each class of data is projected into a small region. Specif-
ically, this chapter incorporates class labels into €2(z) to restrict the data
samples of each class to lie closely together centered at a pre-determined

value. The new regularizer is presented in Eq. 2.5.
Q(z) = |2 — iyl | (2.5)

where z is the latent data at the bottleneck layer of MAE, and p, is a

distribution centroid of class 3 in the latent space. The label y° used in
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2(z) maps the input data into its corresponding region defined by p,
in the latent representation. The latent feature space is represented by
multiple distributions based on the number of classes. Thus, this chapter
names the new regularized AE to be Multi-distribution AE.

In the MAE loss function, this chapter also uses a parameter A to
control the trade-off between the reconstruction error (RE) and €2(z)
terms as discussed in Sub-section 2.2.1. Thus, the loss function of MAE

can be defined as follows:

1 n

- 1<
Crap(0,0,x,2) = —Z (z' — xl)z + )\E Z 12" — i 7, (2.6)
i=1

n 1=1

where z', 2* and 2" are the ¢th element of the input samples, its corre-
sponding latent data and reconstruction data, respectively. y’ and g,
are the label of the sample z° and the centroid of class v, respectively.
n is the number of training samples. The first term in Eq. 2.6 is the RE
that measures the difference between the input data and its reconstruc-
tion. The second term is the regularizer used to compress the input data
to the separated regions in the latent space.

To visualize the probability distribution of the latent representation of
MAE, i.e., z, we calculate the histogram of one feature of the latent data
zo. Fig. 2.2 presents the probability distribution of zy of normal class
and known attacks during the training process of MAE on the IoT-1
dataset. After some epochs, the latent data is constrained into two tight

regions in the latent representation of MAE.

2.2.3. Multi-distribution Denoising AutoEncoder

In this subsection, this chapter discusses the details of the multi-
distribution Denoising AutoEncoder (MDAE). In this chapter, this chap-
ter employs DAE proposed in [23] to develop MDAE. For each data
sample 2, this chapter can draw its corrupted version Z* using Eq. 1.10.
MDAE learns to reconstruct the original input z* from a corrupted data

7', and also penalizes the corresponding latent vector z' to be close to
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Figure 2.3: Using non-saturating area of activation function to separate known and
unknown attacks from normal data.

ftyi. The loss function of MDAE can be presented in Eq. 2.7.

asloe %.2.6.0) = 3 (o~ po(as(5))’
=0 (2.7)

1 — -
+>\EZ sz — fyi 2
i—1

where z' is the latent vector of the data sample z'. p,: is the predefined
distribution centroid of the class ' in the latent feature space of MDAE.
¢, and py are the encoder and decoder parts as in DAE, respectively. n

is the number of training samples. The hyper-parameter A controls the

Y

trade-off between two terms in Eq. 2.7.

To be better separate the normal data and known attacks and to
encourage unknown attacks moving toward the anomaly region, fp,: of
MAE and MDAE is selected in the non-saturated area of activation. The
non-saturated area is the steep slope area of the graph of the activation
function (as shown in Fig. 2.3 (a)). Thus, u, needs to be assigned to a
positive value under the ReLu activation function. In our experiments,
this chapter sets p,; = 2 for a normal class and p,; = 3 for an abnormal

class®. These values of '“Z are used in all the IoT-based datasets in our

2These values are calibrated from the experiments for the good performance of the proposed model. The data points
within each data class are forced to be very close to each class’s distribution centroid. Thus, it is sufficient to separate
two normal and anomalous regions with a pair of centroids values 2 and 3. The pair of centroid values also keep almost
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(a) An AE-based model. (b) Using an AE-based model to detect network
attacks.

Figure 2.4: Illustration of an AE-based model (a) and using it for classification (c,d).

experiments.

Given the assigned values of p,:, the regularized term will attempt to
project the two classes (normal data and known attacks) into two tightly
separated regions on the non-saturated area. If an attack is different from
normal data points in the input feature space, it tends to differ greatly in
the latent representation space [21]. The unknown attacks are predicted
to project to different regions towards the known anomaly region on the
non-saturated area of the activation function. Fig. 2.3 (b) illustrates
our idea of learning the latent representation using the ReLLU activation
function. In this representation, normal data and known attacks are
represented in two separate regions, and unknown attacks are predicted

to appear in regions closer to known attacks.

2.3. Using Proposed Models for Network Attack Detection

This section presents the training and predicting processing when
applying the proposed latent representation learning models for NAD.
These processes can be applied for our proposed models such as MVAE,
MAE, and MDAE. Thus, we use the AE-based model term for all these

proposed models in this sub-section.

2.3.1. Training Process

latent vectors being not much larger than the input and the output of MAE and MDAE, resulting in an easy training
process.
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Algorithm 1 Training a AE-based model.
INPUT:
x,y: Training data samples and corresponding labels.
The AE-based model with its hyper-parameters.
The classifier with its hyper-parameters.
OUTPUT: Trained AE-based model, Trained classifier.
BEGIN:
1. Put x,y to the input of the AE-based model.
2. Training to minimize the loss function of the AE-based model as described in Section 2.2.
3. Put z,y to the trained AE-based model. To get the latent representation of z is z.
4. Train the classifier with input as z,y.
return Trained AE-based model, Trained classifier.
END.

Algorithm 1 presents the training process when using the AE-based
model for NAD. First, this chapter trains the AE-based model on the
original network attack dataset x,y. This training process is executed
by an optimization method (e.g., Adam) to minimize the loss function®
of the AE-based model. This step tries to train a latent representation
learning model based on AE as illustrated in Fig. 2.4 (a). Second, the
latent representation z of the original data is received by fitting the
original data to the trained AE-based model. Third, a classifier is trained
on the latent representation data z in a supervised manner as described
in Fig. 2.4 (b). Finally, we have training results, including the trained
AE-based model and the trained classifier.

2.3.2. Predicting Process

Algorithm 2 Predicting process based on representation learning models.
INPUT:
x%: Testing data samples in the target domain
Trained AE-based model
Trained classifier
OUTPUT:
y*: Label of z*
BEGIN:
1. Putting 2’ to the input of the trained AE-based model to get the corresponding latent represen-
tation as z°.
2. Putting 2° to the trained classifier to get the output 3°
return 7’
END.

Algorithm 2 describes the process of sample prediction for NAD using

3The computations of loss functions are presented in Section 2.2.
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our proposed models. First, we have a latent representation of an original
data sample 2z’ ,i.e., 2, by fitting it to the trained AE-based model.
Second, the trained classifier predicts the label y* with the input as 2* as
illustrated in Fig. 2.4 (b). Therefore, the classifier identifies a network
traffic sample based on its latent representation instead of its original

representation.

2.4. Experimental Settings

The experiments in this chapter are based on the IoT datasets pre-
sented in chapter 1. This section presents the experimental sets and

hyper-parameter setting used in this chapter.

2.4.1. Experimental Sets

Four linear classification algorithms, including Support Vector Ma-
chine (SVM), Perceptron (PCT), Nearest Centroid (NCT), and Linear
Regression (LR) [102], are applied to the latent representation produced
from MVAE, MAE, and MDAE. We choose these linear and simple clas-
sifiers due to two reasons, i.e., (1) to performed very fast and (2) to
express the strengthen of representation models. Thus, these algorithms
are appropriate to use in [oTs networks where the device’s computing re-
source is often constrained. The experiments were conducted on nine IoT
datasets (specified below). All techniques were implemented in python
using Tensorflow, and Scikit learn frameworks [102].

To highlight the strength of the proposed models, the performances
of the four classifiers trained on the latent representation of MVAE,
MAE, and MDAE are compared with those from: (1) standalone classi-
fiers (without using latent representation), including a very effective and
widely use for NAD, RF [103,104]; (2) classifiers using the latent rep-
resentations of AE, DAE, VAE, Convolutional Neuron Network (CNN)
and Deep Belief Network (DBN) [77]. We carried out four experiments
to investigate the properties of the latent representations obtained by
MVAE, MAE, and MDAE.
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o Ability to detect unknown attacks: Evaluate the accuracy of the four
classifiers that are trained on the latent representation of the pro-
posed models compared to those working with AE, DAE, VAE, CNN
and DBN, and on the original input data with RF.

e (ross-datasets evaluation: Investigate the influence of the various
attack types used for training models on the accuracy classifiers in

detecting unknown attacks.
e Influence of parameters

— Influence of the noise factor: Measure the influence of the noise

level on the latent representation of MDAE.

— Influence of the hyper-parameters of classifiers: Investigate the
effects of hyper-parameters on the accuracy of the classifiers

working on different latent representations.

o Complexity of AE-based models: Assess the complexity of AE-based

models based on the training time and the number of parameters.

We split each of [o'T datasets into a training set and a testing set based
on the scenarios presented in Section 2.5. We randomly select 10% of

the training data to create validation sets for model selection [105].

2.4.2. Hyper-parameter Settings

Table 2.1: Hyper-parameters for AE-based models.
Hyper-parameter Value

The number of hidden layers 5
The size of the bottleneck layer | [1 + v/n] [21]

Batch size 100

Learning rate 10~%
Initialized method Glorot [106]
Optimization algorithm ADAM [107]

Activation function Relu

The configuration of AE-based models, including AE, MAE, MDAE,
and MVAE is as follows. The parameter for balancing between the RE
term and the regularized term A is set at 1 for MAE and MDAE, and
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at 1000 for MVAE*. The common hyper-parameters of AE-based models
are presented in Table 2.1 [21]. The number of hidden layers is 5, and the
size of the bottleneck layer m is calculated using the rule m = [1 + /n]
in [21], where n is the number of the input features. The number of
layers is usually smaller than other problems based on deep learning.
The reason is that the input data of network traffic is relatively low
dimension. The batch size is 100, and the learning rate is set at 107
The weights of these AEs are initialized using the methods proposed by
Glorot et al. [106] to facilitate the convergence. We employ the ADAM
optimization algorithm [107] for training these networks. In these AEs,
the Identity and Sigmoid activation functions are used in the bottleneck
layers and the output layers, respectively. The rest of the layers use the
ReLu activation function.

We use the validation sets to evaluate our proposed models at every
20 epoch for early-stopping. If the average of the AUC scores® produced
from the four classifiers, SVM, PCT, NCT, and LR decreases for a certain
amount consecutively over a number of epochs, the training process will
be stopped. The hyper-parameters of these classifiers are set by default
values as in [108]. The DBN-based model has three layers as in [77] and
is implemented by [109], where the number of neurons in each layer is

similar to the AEs based models in our experiments.

2.5. Results and Analysis

This section describes in detail the main experiments and the investi-
gation of the proposed latent representation models. More importantly,

we try to explain the experimental results.
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Table 2.2: AUC scores produced from the four classifiers SVM, PCT, NCT and LR

when working with standalone (STA), our models, DBN, CNN, AE, VAE,
and DAE on the nine IoT datasets. In each classifier, we highlight top
three highest AUC scores where the higher AUC is highlighted by the
darker gray. Particularly, RF is chosen to compare STA with a non-linear
classifier and deep learning representation with linear classifiers.

Class- Models Datasets
ifiers IoT-1 IoT-2 I0T-3 1IoT-4 IoT-5 IoT-6 I0T-7 I0T-8 ToT-9
RF STA 0.979 0963 0.962 0.670 0.978 0916 0.999 0.968 0.838
STA 0.839 0.793 0.842 0.831 0.809 0.934 0.999 0.787 0.799
DBN 0.775 0.798 0.950 0.941 0977 0.822 0.960 0.772 0.757
CNN 0.500 0.500 0.702 0.878 0.815 0.640 0.996 0.809 0.845
SVM AE 0.845 0.899 0.548 0.959 0977 0.766 0.976 0.820 | 0.997
VAE 0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500  0.500
DAE 0.849 0.990 0.569 0.968 = 0.980 0.803 0.982 0.818 = 0.996
MVAE | 0914 0948 0.978 0.985 0.932 0.950 ' 0.998 0.826 0.858
MAE 0.999 0997 0.999 0.987 0.982 0.999 0.999 0.846 0.842
MDAE | 0.999 0.998 0.999 0.992 0.982 0.999 0.999 0.892 0.902
STA 0.768 0.834 0.568 0.835 0.809 0.933 0.998 0.753  0.802
DBN 0.995 0.78 0.973 0.954 0.697 0.847 0.957 0.783  0.755
CNN 0.500 0.500 0.674 0.877 0.812 0.635 0.996 0.797 0.844
PCT AE 0.849 0.892 0.498 0.965 0977 0.813 0.977 0.814 0.815
VAE 0.503 0.501 0.499 0.501 0.507 0.497 0.500 0.500 0.499
DAE 0.882 0903 0.534 0.969 0.982 0.862 0.984 @ 0.857 0.849
MVAE | 0954 0.947 0.972 0.986 0.923 0.923 = 0.997 0.823 0.849
MAE 0.996 0.996 0.999 0.998 0.989 0.999 0.999 0.833 0.991
MDAE | 0.996 0.997 0.999 0.998 0.989 0.999 0.999 0.889 0.991
STA 0.743 0.747 0.498 0.785 0.692 0.570 0.993 0.770  0.748
DBN 0.994 0.78 0.954 0.938 0961 0.927 0.859 0.781 ' 0.964
CNN 0.500 0.500 0.680 0.877 0.767 0.632 0.977 0.777 0.799
NCT AE 0.985 0.767 0.498 0.834 0.835 0.997 0.945 0.746 0.767
VAE 0.501 0.506 0.511 0.487 0.499 0.505 0.500 0.488 0.479
DAE 0.989 0.770 0.580 0.882 0.863 0.997 0.966 0.806  0.788
MVAE | 0.846 0.939 0.973 0.984 0.927 0.937 0.998 0.822 0.796
MAE 0.998 0.996 0.999 0.987 0.982 0.999 0.999 0.828 0.799
MDAE | 0.996 0.998 0.998 0.992 0.985 0.999 0.999 0.887 0.889
STA 0.862 0.837 0.565 0.829 0.802 0.932 0.998 0.791  0.800
DBN 0.776 0939 0.960 0.955 0.961 0.837 0.962 0.779 0.755
CNN 0.500 0.500 0.710 0.878 0.811 0.636 0.997 0.801 0.843
LR AE 0.850 0.894 0.498 0.958 | 0.987 0.743 0.996 0.795 ' 0.998
VAE 0.500 0.499 0.500 0.500 0.500 0.500 0.500 0.500  0.500
DAE 0.871 0902 0.587 0.966 0.982 0.801 0.996 0.810 = 0.988
MVAE | 0921 0.989 0.981 0.985 0.933 0.955 0.999 0.828 0.858
MAE 0.999 0997 0.999 0.988 0.984  0.999 0.999 0.835 0.840
MDAE | 0.996 0.998 0.998 0.992 0.985 0.999 0.999 0.887 0.889

2.5.1. Ability to Detect Unknown Attacks

This section presents the main experimental results of our chapter.

We evaluate the proposed models based on the ability to detect unknown

4The reason for setting the much higher value of A for MVAE than MAE and MDAE is that the RE value of MVAE
is often much higher than the regulazier value of MVAE while the RE value of MAE and MDAE is mostly equal to
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attacks of the four classifiers trained on the latent representation. As
mentioned above, each of the nine IoT datasets has five or ten specific
types of botnet attacks. For each IoT dataset, we randomly select two
types of IoT attacks, and 70% of normal traffic for training, and the
rest of [oT attacks and normal data are used for evaluating our models.
The training attacks in this experiment are shown in Table 1.3. As
seen in this table, we only use two types of DDoS attacks for training,
and the rest is for testing. This guarantees that there are some types
of IoT attacks used for evaluating models that have not been seen in
the training process. These types of attacks are considered as unknown
attacks. The results produced from the four classifiers working with our
proposed models are also compared with those working with the original
input space and the latent feature space of AE, DAE, VAE, CNN, and
DBN. We also compare the results from all linear classifiers with one
non-linear classifier (i.e., RF) that is trained on the original feature.
The main experimental results (AUC scores) are shown in Table 2.2.

In Table 2.2, we can observe that the classifiers are unable to detect
unseen loT attacks (the AUC scores approximates 0.5) on the repre-
sentation resulting from the VAE model. The reason is that the VAE
model aims to generate data samples from the normal distribution in-
stead of building a robust representation for a classification task. It can
also be seen from Table 2.2 that the performances of the four classifiers
working with all latent representation models on the IoT-9 dataset are
not consistent as those on other datasets. When observing the latent
representation of AE and DAE, LR and SVM can perform very well on
the I0T-9 dataset while PCT and NCT can not. On the contrary, LR
and SVM perform less efficiently than PCT and NCT when working on
the latent representation of our proposed models.

It can be seen from Table 2.2 that the latent representations resulting
from MVAE, MAE, and MDAE help four classifiers achieve higher clas-

their regularizer.
5 AUC metric was described in Chapter 1
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sification accuracy in comparison to those using the original data. For
example, the AUC scores of SVM, PCT, NCT, and LR working on the
latent representation of MAE are increased from 0.839, 0.768, 0.743, and
0.862 to 0.999, 0.996, 0.998, and 0.999 with those working on the original
data on the IoT-1 dataset, respectively. The increase in the classifica-
tion accuracy can also be observed from MDAE and MVAE. Moreover,
our proposed models also help the linear classifiers achieve higher AUC
scores (the fifth and sixth rows) than those using the latent represen-
tations of the AE and DBN (the third and fourth rows). Among the
linear classifiers, PCT working with the latent representation of MVAE,
MAE, and MDAE enhances the accuracy of all the IoT datasets, includ-
ing [0T-9. Finally, four classifiers trained on the latent representations
of MAE and MDAE tend to produce more consistent results than the
previous one (MVAE).

Comparing the accuracy of linear classifiers with a non-linear clas-
sifier (e.g., RF), the table shows that RF is often much better than all
linear classifiers when they are trained on the original features. This evi-
dences that these datasets are not linearly separable in the original space.
However, by training on the latent representation of MVAE, MAE, and
MDAE, the accuracy of all linear classifiers is considerably improved and
often much greater than that of RF. The exception only occurs in IoT-8,
where none of the linear classifiers can outperform RF. This result veri-
fies that the proposed models help to project the non-linear datasets in
the original space into a linearly separable data in the latent space.

We also carried out an experiment to explain why our models can
support conventional classifiers to detect unknown attacks efficiently. In
this experiment, we train the AE and MAE on normal data and TCP
attacks. The size of the hidden layer of AE and MAE is set at 2 to facili-
tate the visualization. After training, we test these models on the testing
data containing normal samples, the TCP attacks (known attacks), and
the UDP attacks (unknown attacks). In Fig. 2.5, we plot 1000 random
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samples of the training and the testing data in the hidden space of AE
and MAE. Fig. 2.5 (a) and Fig. 2.5 (b) show that the representation of
AE still can distinguish the normal samples, known attack samples and
unknown attack samples. This is the main reason for the high perfor-
mance of classifiers on the AE’s representation presented in Table 2.2.
However, while MAE can compress normal and known attack samples
into two very compact areas on both the training and testing data, AE
does not obtain this result. The normal and known attacks in the train-
ing data of AE spread significantly wider than the samples of MAE. More
interestingly, the samples of unknown attacks in the testing data of MAE
are mapped closely to the region of known attacks. Hence, they can be
distinguished from normal samples easier. By contrast, the samples of
unknown attacks in AE are very close to the normal data, and hence
they are difficult to separate from the normal samples (benign samples).
This result evidences that our proposed model, i.e., MAE, achieves its
objective in constraining the normal data and known attack data into
two compact areas at the hidden space. Moreover, the unknown attacks
are also projected close to the region of known attacks. Subsequently,
both attacks (known and unknown) can be effectively identified using

some simple classifiers applying on the latent features of MAE.

2.5.2. Cross-datasets Evaluation

Among the two tested botnet families, the Gafgyt botnet family is a
lightweight version of the Internet Relay Chat model. Thus, the DDoS
attacks in Gafgyt are often the traditional SYN, UDP, and ACK Flood-
ing attacks [110]. However, the Mirai botnet is usually a more dangerous
IoT malware. It can exploit devices based on several architectures and
can perpetuate a wide range of DDoS attacks based on different protocols
(e.g., TCP, UDP, and HTTP) [110, 111].

Each botnet family, Gafgyt or Mirai, can generate several DDoS at-
tacks. Different botnets can create different network traffic transmitted

from bots to infected devices, which results in different feature values of
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attack data.

This experiment aims to exam the stability of the latent representation
produced by MVAE, MAE, and MDAE when training on one botnet
family and evaluating the other. We consider two scenarios: (1) training
data is Mirai, and testing data is Gafgyt, and (2) Gafgyt is chosen for
training, and Mirai is used for testing. These scenarios guarantee that
the testing attack family has not been seen in the training phase. We
use the NCT classifier for investigating our models, and the experimental
results of NCT trained on IoT-2° are shown in Table 2.3. In this table,
the second row represents the models trained on Gafgyt botnets and
evaluated on Mirai botnets. In the third row, Mirai is used for training
and Gafgyt is used for testing. We do not do this experiment for CNN
and VAE due to their ineffectiveness for detecting attacks presented in
Table 2.2.

Table 2.3: AUC score of the NCT classifier on the [oT-2 dataset in the cross-datasets

experiment.
Train/Test botnets | STA | DBN | AE | MVAE | MAE | MDAE
Gafgyt/Mirai 0.747 | 0.732 | 0.717 0.943 0.974 0.988
Mirai/Gafgyt 0.747 | 0.720 | 0.628 0.999 0.999 0.999

This table shows that when the training data and testing data come
from different botnet families, it is difficult for the NCT classifier to de-
tect unknown botnet attacks. Both the standalone NCT and NCT, with
the representation of AE and DBN, tend to produce a poor performance
in both scenarios. The reason is that the AE and DBN can only cap-
ture the input data’s useful information once they gather sufficient data.
In this case, the training attacks and testing attacks come from totally
different botnet families. The trained AE and DBN may be unable to
represent the attacks that have not been seen in the training phase, which
results in a poor performance for the NCT classifier (as shown in the first
three rows of Table 2.3). On the other hand, the latent representations
of MVAE, MAE, and MDAE are designed to reserve some regions being

5Due to the space limitation, we only present the results of the NCT classifier on one dataset, i.e., [oT-2. The results
of the other classifiers on the rest of datasets are similar to the results in this subsection.
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Figure 2.6: Influence of noise factor on the performance of MDAE measuring by the
average of AUC scores, FAR, and MDR produced from SVM, PCT, NCT
and LR on the IoT-1 dataset. The noise standard deviation value at
Onoise = 0.01 results in the highest AUC, and lowest FAR and MDR.

close to the anomaly region for unknown IoT attacks. Thus, these AEs
help NCT to identity unknown attacks more effectively and perform well
on both scenarios (as observed in the last three rows of Table 2.3). For
example, the AUC scores of NCT to predict the Mirai botnet increase
from 0.747 with the original data to 0.943, 0.974, and 0.988 with rep-
resentations of MVAE, MAE and MDAE, respectively. These results
confirm that our learning representation models can enhance the ability

to detect unknown IoT attacks of simple classifiers.

2.5.3. Influence of Parameters

This subsection analyzes the impact of several important parameters
to the performance of the proposed models. The analyzed parameters
include the noise factors in MDAE, the hyper-parameters in SVM and
NCT classifiers.

2.5.3.1. Influence of the Noise Factor

This experiment examines the impact of the noise factor on the MDAE’s

performance. In this chapter, the Gaussian noise function in Eq. 1.10

o7



1.0 A

AUC-I0T2
o o
3 %
AUC-10T2

=i\
-

ya e
-®- Standalone —&- AE —— MDAE 0.5 - —-®- Standalone —&- AE —— MDAE
0.5 1 £ —®— DBN % MAE  -m- MVAE —6— DBN - MAE  -B- MVAE
0.0001 0.001 0.01 0.1 0.5 1.0 cosine euclidean manhattan mahalanobis chebyshev
C Metric
(a) SVM. (b) NCT.

Figure 2.7: AUC scores of (a) the SVM classifier and (b) the NCT classifier with
different parameters on the IoT-2 dataset.

is employed to add noise to the input of MDAE. We will analyze the
characteristics of MDAE when the standard deviation o,,,s. of Gaussian
function is varied in the range of [0.0,0.1] on the IoT-1 dataset. The
value of the standard deviation o, presents the amount of informa-
tion of the input data which is noised.

Fig. 2.6 presents the influence of the noise factor on MDAE observed
by measuring the classification accuracy average of the four classifiers.
This figure shows that the mean of AUC tends to be stable with 7,,,;,. <
0.01, reaches a peak at o,,,,. = 0.01, and then decreases gradually when
Onoise > 0.01. At the same time, a major part of the False Alarm Rate
(FAR) scores” and Miss Detection Rate (MDR) scores® curves go in the
opposite direction. These results imply that MDAE achieves the best

performance when the value of 7, is 0.01.
2.5.3.2. Influence of the Hyper-parameters of Classifiers

This experiment investigates the influence of the hyper-parameters
on the performance of classifiers when they are trained on the original

feature space and the latent representation of five deep learning models

"FAR is defined as the number of false alarms of negative samples per the total number of real negative data samples.
8MDR is defined as the number of miss detection of positive samples per total of real positive samples.
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including AE, DBN, MVAE, MAE and MDAE. We conduct experiments
on two well-known classification algorithms, i.e., SVM and NCT?. The
[oT-2 dataset is chosen for this experiment.

The first parameter is analyzed as the hyper-parameter C' of SVM.
The hyper-parameter C' is a regularizer that controls the trade-off be-
tween the complexity of the decision plane and the frequency of error in
the SVM algorithm [47]. This hyper-parameter presents the generaliza-
tion ability to detect unseen attacks of the SVM classifier. Fig. 2.7 (a)
presents the influence of C' on the performance of SVM (AUC scores). It
can be seen that the AUC scores of SVM training on the original feature
space and the latent feature spaces of the AE and DBN vary considerably
when C'is varied in the range from 10~ to 10°. By contrast, the MVAE,
MAE, and MDAE models support the SVM to produce very high and
consistent AUC scores over a wide range of C' values. It suggests that the
proposed models generate more robust latent representations than the
previous ones. It makes the SVM training process consistent /insensitive
on a wide range of hyper-parameter settings.

The second parameter is the distance metric used in the NCT clas-
sifier. The five common distance metrics including cosine, euclidean,
manhattan, mahalanobis and chebyshev are used to measure distances
in NCT. The metric hyper-parameter is used to calculate distances be-
tween data samples in a feature array [102].

In machine learning, we might possibility get better results when us-
ing different distance metrics [112]. Usually, the cosine metric is usu-
ally used when we have high-dimensional data and when the magni-
tude of the vectors is not of importance. Oppositely, the euclidean
distance works well when data has low-dimension and the magnitude
of the vectors is important. When dataset has discrete and/or binary
attributes, the manhattan distance can work quite well. Besides, the
mahalanobis distance takes co-variance in account which helps in mea-

suring the strength/similarity between two different data objects. Fi-

9The performance of SVM and NCT is often strongly influenced by some important hyper-parameters.
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nally, the chebyshev distance is often used in warehouse logistics as it
closely resembles the time an overhead crane takes to move an object.

Fig. 2.7 (b) shows that the NCT classifier working with MVAE, MAE,
and MDAE tends to yield high and stable AUC scores over the five
different values of the metric parameter. On the other hand, the AUC
scores of NCT training on the original feature space and the AE and
DBN feature spaces are much lower and unpredictably changed with
different values of metric.

The experiments in this subsection clearly show that our proposed
models (i.e., MVAE, MAE, and MDAE) can support classifiers to per-
form consistently on a wide range of hyper-parameter settings. Perhaps,
the reason for these results is that the latent representations of our mod-
els can map normal data and attacks into two separate regions. Thus,
linear classifiers can easily distinguish attacks from normal data, and its

performance is less sensitive to hyper-parameters.

2.5.4. Complexity of Proposed Models

Table 2.4: Complexity of AE-based models trained on the IoT-1 dataset.

Models | Training Time | No. Trainable Parameters
AE 370.868 25117
VAE 420.969 25179
DAE 405.188 25117
MVAE 408.047 25179
MAE 354.990 25117
MDAE 424.166 25117

Table 2.4 presents the training time and the number of trainable pa-
rameters in each AE-based model. This information is exported from
the training process of these models on the [oT-1 dataset. As presented
in the training time and the trainable parameters of AE-based models
with the same architecture are similar. Therefore, adjusting loss func-
tions of the proposed models does not affect much to training time and

model size of AE-based models.
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2.5.5. Assumptions and Limitations

Although our proposed models possess many advantages to learn a
new representation of the IoTs datasets, they are subject to few limita-
tions. First, we assume that there is sufficient data to train good models
for learning representation. In this chapter, the number of training sam-
ples for both normal and attack data is more than ten thousand samples.
If we do not have enough data for training (only a few hundred), it will
be difficult to train a good model for mapping input features to a new
feature space. In the future, we will study techniques to generate syn-
thesized data [61] to train the models proposed in this chapter. Second,
the advantages of representation learning models come with the cost
of running time. Since, a neural network is used to project the input
data into a new presentation, the executing time of these models is often
much longer than using classifiers on the original feature spaces. Fig. 2.8
presents the average time for processing one data sample of all tested
methods. It can be seen that the processing time of all deep learning
models is roughly equal and much longer than that of the standalone
method.

[oT applications appear in many aspects of our life, such as smart city,

home automation, data security [113,114]. Specifically, alert systems in
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the data security applications require usage and pattern analysis for all
data across all systems, in real-time. Moreover, only stream processing
is able to filter, aggregate, and analyze continuous data collection in mil-
liseconds [114]. As a result, no behaviors of IoT traffic data get overseen
or outdated. Thus, the running time of these models is still acceptable

(about 1.3 milliseconds) for most applications in the real world.

2.6. Conclusion

In this chapter, we have designed three novel AE based models for
learning a new latent representation to enhance the accuracy in NAD.
As far as we have known, our work is the first research that attempts to
design regularized versions of AE for learning a latent representation in
a supervised learning manner. In our models, normal data and known
attacks are projected into two narrow separated regions in the latent
feature space. To obtain such a latent representation, we have added
new regularized terms to three AE versions, resulting in three regularized
models, namely the MVAE, MAE and MDAE. These regularized AEs are
trained on the normal data and known IoT attacks, and the bottleneck
layer of the trained AEs was then used as the new feature space for linear
classifiers.

We have carried out extensive experiments to evaluate the strength
and examine different aspects of our proposed models. The experimental
results demonstrate that our proposed models can map the non-linear
separable normal and attacks data in the original space into linear and
isolated data in their latent feature space. Moreover, the results also
showed that unknown attacks tend to appear close to known attacks
in the latent space. The distribution of the data in the latent space
makes the classification tasks much easier than executing them on the
original feature space. Specifically, linear classifiers working with the
latent feature produced from our models often significantly outperform

those working with the original features and the features created by AE
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and DBN on the nine IoT attack datasets. The new data representation
also helps the classifiers perform consistently when training on different
datasets and varying a wide range of hyper-parameter settings.

In the future, one can extend our current work in several directions.
First, the proposed models in this chapter are only examined on two-class
classification problems. In the future, it is interesting to extend these
models and test them on multi-class classification problems. Second, the
distribution centroid (u, in Eq. 2.1) are currently determined through
trial and error. It is desirable to find an approach to select good values
for each dataset automatically. Last but not least, the regularized AE
models are only tested on a number of IoT datasets. It is also more

comprehensive to experiment with them on a wider range of problems.
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Chapter 3

DEEP GENERATIVE LEARNING MODELS FOR NETWORK
ATTACK DETECTION

In Chapter 2, we have proposed a representation learning method
that projects the normal traffic and abnormal traffic into distinguishable
spaces. The proposed representation learning method helps to improve
the accuracy of machine learning in detecting network attacks, espe-
cially new/unknown attacks. However, this approach only performs well
with the assumption that we can collect enough labeled data from both
normal traffic and anomalous traffic. Nevertheless, in many practical
applications, this assumption may not always be the case. In many net-
work environments, collecting attack traffic is much more complicated
than those of normal traffic. Subsequently, most of the network attack
datasets are imbalanced. On such skewed datasets, the predictive model
developed using conventional machine learning algorithms could be bi-
ased and inaccurate.

In this chapter, we propose a novel solution to enable robust NAD
systems using deep neural networks. Specifically, we develop deep gen-
erative models to synthesize malicious samples on the network systems.
First, a hybrid of Auxiliary Conditional Generative Adversarial Net-
work (ACGAN) and Support Vector Machine (ACGAN-SVM) is used
to generate specific types of malicious samples where SVM is used for
selecting borderline samples. Second, Conditional Denoising Adversarial
AutoEncoder (CDAAE) is proposed instead of the ACGAN-based model
to create particular kinds of malicious samples due to its effectiveness in
the training process. The third model is a hybrid of CDAAE with the
K-nearest Neighbor algorithm (CDAEE-KNN) to generate samples that

further improve NAD’s accuracy. The synthesized samples are merged
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with the original samples to form the augmented datasets. The contri-
butions of this chapter are published and submitted to the work of [i]

and [v] of our publications and one paper in under review.

3.1. Introduction

Among many NAD methods, machine learning-based methods are
proven to be the most effective methods to detect network attacks (pre-
sented in Chapter 1). However, using machine learning to build a trust-
worthy and robust NAD in the network environment remains practically
challenging. One of the main reasons is the lack of labeled malicious
samples. In the network environments, the majority of collected traffic
samples are normal, and only a few samples are attacks. Subsequently,
most of the network attack datasets are imbalanced. The predictive
model developed using conventional machine learning algorithms could
be biased and inaccurate when trained on the skewed datasets. This
is because machine learning algorithms are usually designed to improve
accuracy by reducing the error. Thus, they do not take into account the
class distribution/proportion or the balance of classes.

A possible solution to address the above imbalance problem of NAD
datasets is collecting more malicious samples. However, in the network
environments, collecting attack samples is extremely difficult due to the
privacy and security concerns of Internet users [21]. Internet providers
tend to avoid divulging data that could compromise the privacy of their
clients or privileged information of their systems. Therefore, re-sampling
(over-sampling and under-sampling) methods are often used to balance
the skewed datasets [62]. Nevertheless, these techniques have some in-
trinsic drawbacks. While under-sampling can potentially lose useful in-
formation, over-sampling is prone to cause over-fitting, when exact copies
of the minority class are replicated randomly. Moreover, it does not solve
the fundamental “lack of data” problem.

In this chapter, we propose a novel solution to address the “lack of
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attack data” problem of NAD datasets. We propose three generative
network-based models, i.e., Auxiliary Conditional Generative Adver-
sarial Network - Support Vector Machine (ACGAN-SVM), Conditional
Denoising Adversarial AutoEncoder (CDAAE), and a hybrid between
CDAAE and the K-Nearest Neighbor algorithm (CDAAE-KNN) to cre-
ate attack samples that further improve the classification performance.
The synthesized malicious data is merged with the original data to form
the augmented training datasets. Three conventional machine learning
algorithms are trained on the augmented datasets including SVM, Deci-
sion Tree (DT), and Random Forest (RF). We choose these classfiers due
to their effectiveness on the NAD problem presented in Subsection 1.6.3
in Chapter 1.

The rest of the chapter is organized as follows. Our proposed model
is discussed in Section 3.2. In Section 3.4, we describe the experimental
settings for our proposed models. The performance of ACGAN-SVM,
CDAAE, and CDAAE-KNN is analyzed in Section 3.5. Finally, conclu-

sions with future work are drawn in Section 3.6.

3.2. Deep Generative Models for NAD
3.2.1. Generating Synthesized Attacks using ACGAN-SVM
The first method for generating artificial data is ACGAN-SVM. ACGAN-

SVM attempts to produce samples that are nearby the borderline area
defined by the SVM model. This method is inspired by SMOTE-SVM [64].
However, unlike SMOTE-SVM that produces data samples by extrap-
olating or interpolating from the original samples [64], ACGAN-SVM
uses a generative model to generate new samples. We hypothesize that
the samples made by ACGAN-SVM will preserve the original dataset’s
underlying distribution better than SMOTE-SVM. Subsequently, the
augmented dataset of ACGAN-SVM will improve the performance of
classification algorithms.

Algorithm 3 presents a detailed description of using ACGAN-SVM
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Algorithm 3 ACGAN-SVM algorithm for oversampling.

Inputs: original training set X, generated data samples X', number of nearest neighbors m, Euclid
distance between vector z and vector y d(z,y).

Outputs: new sampling set X,,cq-

begin

Training ACGAN on X to have trained Generator G Set X’ contains minority samples generated
by G network Train SVM model on X to have the set of support vectors SV's

foreach sv; € SVs do
Compute m nearest neighbors in X Compute d; that is average of Euclid distance from m

nearest neighbors to sv;
foreach z; € X' do

if d(l’j, 81)1') S dz then
L L Xnew = X U {I]}

return X,,...

for generating synthesized data. The technique is divided into two main
phases, i.e., generation and selection. In the generation phase, the AC-
GAN network® is trained on the training dataset X. After that, the
generator network (G) of ACGAN is used to generate synthesized sam-
ples X’. In the selection phase, the SVM model is trained on the training
dataset X, and the set of support vectors of this model is called SVi.
For each support vector sv; C SV, we calculate the average Euclidean
distance d; of m nearest neighbor samples of sv; in X to sv;. If a gener-
ated sample z; C X' has the distance to sv; smaller than d;, this sample
is kept. Conversely, if the distance from x; to sv; is greater than d;, the
sample is removed. The algorithm will stop when the augmented dataset
is balanced for every class. The augmented dataset is then used to train
three classification algorithms as in ACGAN.

3.2.2. Conditional Denoising Adversarial AutoEncoder

The disadvantage of GAN-based models (e.g., ACGAN, ACGAN-
SVM) is that the training process is difficult to convergence [27]. Specif-
ically, the generator collapses to a parameter setting where it always
emits the same point. Thus, the gradient of the discriminator may point
the same directions for many similar points. Consequently, the gradi-

ent descent technique is unable to separate the identical outputs. As a

LACGAN is described in Sub-section 1.3.4 of Chapter 1.
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result, the algorithm cannot converge to a distribution with the correct
amount of entropy.

Thus, we improve the generative model based on ACGAN by propos-
ing a new generative model, i.e., CDAAFE and CDAAE-KNN. The DAAE
model? is only trained in the unsupervised learning mode that does not
consider the class label of data samples. Therefore, this model can-
not be used to generate data samples for a specific class. To address
this issue, we propose a Conditional Denoising Adversarial AutoEncoder
(CDAAE), which can generate data samples of any specific class. This
model will be used to generate malicious samples for each type of network
attack. Fig. 3.1 describes CDAAE, which is an ensemble of a Denosing
AutoEncoder (DAE)? and an Adversarial Network. In CDAAE, X,0ice 18

generated from x using the Gaussian corruption function in Eq. 1.10.

functi o
unction /\

\

Figure 3.1: Structure of CDAAE.

Two networks in CDAAE are jointly trained in two phases, i.e., the
reconstruction phase and the regularization phase. In the reconstruction
phase, the encoder of CDAAE (En), receives two inputs, i.e., a noisy
data X,.isc and a class label y, and generates the latent representation
or the bottleneck z. The latent representation z is used to guide the
decoder of CDAAE to reconstruct the input at its output from a desired
distribution, i.e., the standard normal distribution. Let Wg,, Wpe,

bgn, and bpe be the weight matrices and the bias vectors of En and

2DAAE is presented in Sub-section 1.3.5 Chapter 1.
3Using a Denoising AutoEncoder instead of an AutoEncoder allows CDAAE to learn more robust features from the
original data [23].
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De, respectively, and x = {z',2? ... 2"} be a training dataset where
n is the number of training data samples, the computations of En and
De based on each training sample are presented in Eq. 3.1 and Eq. 3.2,

respectively.

2i = fEn<WEn<xiLoise ‘ yt + bEn)7 (31)

jji - fDe(WDe(Zi ‘ yt) + bDe)a (32)

where | is concatenation operator and fg, and fp. are the activation
functions of the encoder and the decoder, respectively. y' is the label

)
noise

of the data sample z', x is generated from z' by Eq. 1.10. The
reconstruction phase aims to reconstruct the original data x from the

corrupted version Xpeise by minimizing the reconstruction error (Rjss)
in Eq. 3.3.

n

1 Y
Rloss = E Z (.CCZ — X )2 . (33)

i=1

In the regularization phase, an adversarial network is used to regu-
larize the hidden representation z of CDAAE. The generator (Ge) of
the adversarial network, which is also the encoder of the Denoising Au-
toEncoder (En), tries to generate the latent variable z that is similar to
sample z drawn from a standard normal distribution, p(z) = N(z|0,1).
We define d,., and dy. as the outputs of Di with inputs z and z, re-
spectively. Let Wp; and bp; be the weight matrix and the bias vector
of Di, respectively. For each data point 2, d},,, and d},,, are calculated

as follows:
oy = fpi(Wpiz' + bpy), (3.4)
Atope = fri( WniZ' + bpy), (3.5)
where fp; is the activation function of Ds.
The discriminator (D7) attempts to distinguish the true distribution
z ~ p(z) from the latent variable z by minimizing in Eq. 3.6 whereas the
generator Gee (or En) tries to generate z to fool the discriminator Di by
maximizing in Eq. 3.7.
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n

1 , :
DZOSS = _E (1Og(dieal) + IOg(l T d?fake)) ) (36)

1=0

1< .
Gioss = — > log(dlre)- (3.7)
=1

The total loss function of CDAAE is the combination of the three
above loss as in (3.8), and CDAAE is trained to minimize this loss func-
tion.

LCDAAE - Rloss + Dloss - Gloss- (38)

3.2.3. Borderline Sampling with CDAAE-KNN

In machine learning, data samples around the borderline between
classes are often prone to be misclassified. Therefore, these samples
are more important for estimating the optimal decision boundary. Gen-
erating synthesized samples on this area potentially makes more benefit
than performing on the whole minority class [115]. As presented in Sec-
tion 3.2.1, SVMs are also used to learn the boundary of classes and
over-sampling the minor samples around these boundaries. However,
when dealing with imbalanced datasets, the class boundary learned by
SVMs may be skewed toward the minority class, thereby increasing the
misclassified rate of the minority class [116].

In this chapter, we determine the borderline samples using the K near-
est neighbor algorithm (KNN). Specifically, we propose a hybrid model
between CDAAE and KNN (shorted as CDAAE-KNN) for generating
malicious data for the NAD. In this model, KNN is used to select the
generated samples by CDAAE that are close to the borderline.

Algorithm 4 describes the details of CDAAE-KNN. The algorithm
divides into two phases: generation and selection. In the generation
phase (Step 1 and 2), we train a CDAAE model on the original dataset
X. We then use the decoder network De of CDAAE to generate new
samples for the minority classes. The generated dataset is called X. In

the selection phase, the KNN algorithm is executed in the sample set
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Algorithm 4 CDAAE-KNN algorithm.
INPUT:
X original training set
X: generated data samples
m: number of nearest neighbours
d(z,y): Euclide distance between vector x and vector y
OUTPUT:
Xnew: new sampling set
BEGIN:
1. Training CDAAE on X to have the trained decoder network (De)
2. Set X contains minority samples generated by De
3. Run KNN algorithm on set X U X
for each z; € X do
- Set m = number of majority class samples in k nearest neighbours
- Set n = number of minority class samples in k£ nearest neighbours
if m > a7 and n > a9 then
Xnew = X U {xl}
end if
end for
return X, .,
END.

X U X to find the k nearest neighbors of the samples z; € X. For each
x;, we calculate the number of nearest samples which belong to minority
classes n and the number of nearest samples that belong to majority
classes m. If m and n are larger than thresholds «; and ay, respectively,
the sample z; will be considered as the borderline samples, and it is
added to the output set X,.,. In our experiment, o, and a, are set at 5
and k£ is set at 50. These values are calibrated from the experiments for
the good classifier performance?’.

A possible problem with CDAAE-KNN is that this approach may
generate the misclassified samples, i.e., the generated samples for the
minor class may be closer to the major class than the minor class. We
have conducted an experiment to examine if this happens by calculating
the number of neighbor samples of the borderline samples in CDAAE-
KNN and found that most of the neighbor (about 85%) of the borderline
samples belong to the same class with the borderline samples. Therefore,
the probability of generating misclassified samples of CDAAE-KNN will
be legitimated.

4We have also conducted more experiments in which a; and as are set at 10, 15, and k is set at 40, 60, and found
that the performance of CDAAE-KNN declined with these values.
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3.3. Using Proposed Generative Models for Network Attack
Detection

3.3.1. Training Process

Algorithm 5 Training the generative model (ACGAN-SVM, CDAAE, and CDAAE-KNN) or
generative-based models.

INPUT:

x,y: Training data samples and corresponding labels.

The generative model with its hyper-parameters

The classifier with its hyper-parameters.

OUTPUT: Trained classifier.

BEGIN:

1. Training the generative model to form the augmented dataset Zqug, Yaug (including the original

samples and generated samples) as described in Section 2.2 by fitting x, y.

2. Training the classifier with input as T4ug; Yaug

return Trained classifier.

END.

Algorithm 5 presents the training process by applying a generative
model to enrich the data. First, we train a generative model (e.g.,
ACGAN-SVM, CDAAE, or CDAAE-KNN) to synthesize the data sam-
ples of minority classes. The process of generating samples is described
in Section 3.2. The new synthesized samples and the original samples
are combined to form an augmented dataset. Second, a classifier (e.g.,
SVM, DT, or RF) is trained on the augmented dataset. The final result

is the trained classifier.

3.3.2. Predicting Process

Algorithm 6 Predicting process based on generative model.
INPUT:
z': A data sample that need to be classified.
Trained classifier.
OUTPUT: 3*: Label of z°.
BEGIN:
Putting x* to the trained classifier to get the output y*.
return y°.
END.

Algorithm 6 presents the predicting process for NAD. First, a new
network traffic data sample 2’ is put to the trained classifier. Then, the

classifier predicts the output 3 for the corresponding ‘. This predicting
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process is similar with a classification task. Therefore, this is very quick

to ensure the speed of networks.

3.4. Experimental Settings

We do the experiments to evaluate the generative models on five
datasets, i.e., NSL-KDD, UNSW-NBI15, three CTU13s datasets, includ-
ing CTU13.6-Menti, CTU13.12-NSIS.ay, and CTU13.13-virut. This sec-
tion presents the hyper-parameter settings and experimental sets that

we used to evaluate the proposed models.

3.4.1. Hyper-parameter Setting

The generative models were implemented using a popular deep learn-
ing framework, Tensorflow. The same network structure is used for all
generative models. In each model, the decoder and the discriminator
have two layers, and the encoder has three layers, including the latent
layer. The latent layer size is set based on the number of features of the
datasets [21]. Let n be the dimension of input data, then the number of
neural in the latent layer is [1 + y/n]. All networks were trained using
Adam optimization [25] with the learning rate of 1073, After training, the
decoders of CVAE, SAAE, CDAAE, and the Generator of ACGAN are
used to generate synthesized malicious samples for the tested datasets.

The synthesized samples are then merged with the original data to
form the augmented datasets. Three popular classification algorithms,
i.e., SVM, decision tree (DT), and random forest (RF), are trained on
the augmented datasets. The implementation of these classification algo-
rithms in a popular machine learning packet in Python Scikit learn [102]
is used. In order to minimize the impact of experimental parameters on
the performance of the classification algorithms, we implement the grid
search technique for each classifier algorithm. The range of values for
each parameter that is tuned by the grid search technique presented in
Table 3.1. In our experiments, we used the default settings in the Scikit-

learn library in which 5-fold crossover validation is used to perform the
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grid search.

Table 3.1: Values of grid search for classifiers.

Classifiers Parameters
SVM kernel = rbf; gamma = 0.001,0.01,0.1,1.0
DT max — depth = 5,6,7,8,9, 10,50, 100
RF n — estimators = 5, 10, 20, 40, 80, 150

Table 3.2 presents our network setting for CDAAE. For every dataset,
the AE part including En and De has 5 neural network layers and the

Di has 3 neural network layers. The number of neuron in each layer of
CDAAE is presented in Table 3.2.

Table 3.2: Hyper-parameters for CDAAE.

Datasets Dimension En De Di
NSL-KDD 41 41-15-8 | 15-41 | 8-20-40
UNSW-NB15 49 49-25-8 | 25-49 | 8-20-40
CTU13s 14 14-10-5 | 10-14 | 5-20-40

Except for NSD-KDD and UNSW-NB15, which have been divided
into training and testing sets, the other tested datasets are divided as
follows: training set (70%) and testing set (30%). The descriptions of
datasets are presented in chapter 2. These tables show that the datasets
are highly imbalanced: there are very few attack samples compared to
normal samples. Two network attack datasets (NSL-KDD and UNSW-
NB15) are processed to form multi-class classification problems where
each attack type is one class. Other datasets are labeled as binary clas-

sification problems.

3.4.2. Experimental sets

We divided our experiments into three sets. The first set is to compare
the effectiveness of our proposed models with the previous generative
models. The performance of the classification algorithms trained on the
augmented datasets generated by ACGAN-SVM, CDAAE, and CDAAE-
KNN is compared with the version trained on the original data (namely
ORIGINAL) and four other approaches for addressing imbalanced data,
i.e., SMOTE-SVM [64], BalanceCascada [66], ACGAN [28], CVAE [71],
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SAAE [29].

The second set is to assess the quality of the generated samples of
CDAAE and compare it with other generative models. For each genera-
tive model, we calculate the Gaussian Parzen window distribution [26].
This metric presents the degree to which the generated samples of the
model follow the original data distribution. The higher score implies
that the generated samples have high probabilities to follow the original
data distribution. The results in each experimental set are presented in
Section 3.5.

The third set is to assess the processing time of training and generating
processes of the models for handling imbalanced datasets. Moreover, we
report the trainable parameters of the deep neural network-based models
to assess the model size or model complexity of the deep neural-based
networks. Here, we do the experiments on the NSL-KDD and UNSW-
NB15 datasets. The results are shown in Table 3.5.

3.5. Results and Discussions

This section presents the results of three experiments and the discus-

sions on these results.

3.5.1. Performance Comparison

This subsection compares the effectiveness of our proposed models
for generating synthesized attacks with the previous generative models.
The tested generative models include SMOTE-SVM, BalanceCascade,
ACGAN, CVAE, SAAE.

Table 3.3 presents the results of SVM, RF, and DT, on five network
attack datasets (NSL-KDD, UNSW-NB15, and three CTU13 datasets).
This table evidences for the impressive performance of the classifiers
when they are trained on the augmented datasets of CDAAE and CDAAE-
KNN. First, we can observe that the classifiers perform well on NSL-
KDD, but they seem ineffective on UNSW-NB15. The reason could
be that the UNSW-NB15 dataset is more complicated than NSL-KDD.
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UNSW-NB15 has more categories of attacks (ten), and each attack has
fewer samples compared to NSL-KDD. Thus, when trained on the origi-
nal dataset of UNSW-NBI15, all three classifiers achieve the AUC scores
at very low values. The machine learning algorithms completely miss-
classify some attacks. For example, on the NSL-KDD dataset, the classi-
fiers usually cannot predict R2L and U2L attacks. On UNSW-NB15, the
classifiers trained on the original version often can not predict Analysis,
Backdoor, Shellcode, and Worms attacks.

Second, by using generative models to generate synthesized samples
for the minor classes, the accuracy of the classifiers is improved consid-
erably. On the NSL-KDD dataset, the AUC scores of SVM, DT, and RF
are improved from 0.570 to 0.753, 0.660, and 0.842 when trained on the
augmented datasets by CDAAE-KNN. Those values are increased from
0.129 to approximately 0.441, 0.598, and 0.623 on the UNSW-NB15
dataset.

Third, the table also shows that the AUC score classifiers based on
the generative models are usually higher than those of the traditional
techniques (SMOTE-SVM and BalanceCascade). For example, compar-
ing between CDAAE and SMOTE-SVM, the AUC score is increased
from 0.688, 0.446, 0.780 to 0.741, 0.650, 0.835 on NSL-KDD dataset cor-
responding to SVM, DT, and RF. These values are from 0.218, 0.348,
0.436 to 0.441, 0.592, 0.602, respectively on the UNSW-NB15 dataset.
Among all techniques for synthesizing data, we can see that CDAAE-
KNN often achieves the best results.

Overall, the results in this subsection show that the generative mod-
els can be used to generate meaningful samples for the minor classes
on NAD. Moreover, our proposed models often achieve better results
compared to the previous models. The reason for the better perfor-
mance of the generative models compared to the traditional approaches
(SMOTE-SVM and BanalceCascade) is that the traditional approaches

create samples that do not follow the original data distribution. At the
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Table 3.3: Result of SVM, DT, and RF of on the network attack datasets.

Algorithm Augmented NSL- | UNSW- | CTU13.6- | CTU13.12- | CTU13.13-
datasets KDD NB15 Menti NSIS.ay Virut
ORIGINAL 0.570 0.129 0.500 0.500 0.831
SMOTE-SVM [64] | 0.688 0.218 0.820 0.824 0.887
SVM BalanceCascade [66] | 0.620 0.304 0.876 0.820 0.895
CVAE [71] 0.736 0.325 0.927 0.630 0.950
SAAE [29] 0.738 0.345 0.928 0.653 0.951
ACGAN 28] 0.712 0.200 0.905 0.601 0.947
ACGAN-SVM 0.752 0.205 0.932 0.658 0.953
CDAAE 0.741 0.416 0.963 0.693 0.962
CDAAE-KNN 0.753 | 0.441 0.972 0.702 0.971
ORIGINAL 0.430 0.221 0.500 0.777 0.962
SMOTE-SVM [64] | 0.446 0.348 0.892 0.782 0.964
DT BalanceCascade [66] | 0.522 0.486 0.897 0.786 0.965
CVAE [71] 0.612 0.538 0.992 0.796 0.968
SAAE [29] 0.629 0.542 0.920 0.800 0.968
ACGAN 28] 0.523 0.506 0.905 0.799 0.967
ACGAN-SVM 0.601 0.584 0.909 0.834 0.958
CDAAE 0.650 0.592 0.934 0.816 0.971
CDAAE-KNN 0.660 | 0.598 0.941 0.823 0.976
ORIGINAL 0.760 0.357 0.500 0.846 0.951
SMOTE-SVM [64] | 0.780 0.436 0.945 0.882 0.954
RF BalanceCascade [66] | 0.793 0.439 0.949 0.888 0.956
CVAE [71] 0.824 0.572 0.958 0.921 0.958
SAAE [29] 0.823 0.571 0.956 0.922 0.956
ACGAN 28] 0.804 0.448 0.954 0.892 0.958
ACGAN-SVM 0.834 0.589 0.962 0.901 0.965
CDVAE 0.835 0.602 0.962 0.976 0.962
CDVAE-KNN 0.842 0.623 0.966 0.984 0.970

same time, this problem is mitigated by using generative models. Addi-
tionally, the methods based on CDAAE (CDAAE, CDAAE-KNN) can
lessen some limitations of the methods based on GAN (e.g., ACGAN)
and the methods based on VAE (e.g., CVAE). Moreover, CDAAE-KNN
also yields more successful results than CDAAE thanks to KNN to select

necessary samples that contribute more to the classifiers.

3.5.2. Generative Models Analysis.

This subsection qualitatively evaluates the generative models by mea-
suring whether their generated data converges to the true data distribu-
tion. We used the Parzen window method [26] to estimate the likelihood
of the synthesized samples following the distribution of the original data.

For each generative model, we fit the generated samples by a Gaussian
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Table 3.4: Parzen window-based log-likelihood estimates of generative models.
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SMOTE-SVM [64] | 15.87£0.69 | 22.84+0.67 | 64.07£0.96 | 52.80+1.36 | 52.15 + 0.89
CVAE [71] 65.6540.33 | 40.59+1.03 | 95.684+1.47 | 92.78+0.29 | 104.83+ 0.89
SAAE [29] 68.20+ 3.16 | 44.26+£2.58 | 112.63+2.14 | 95.20+4.48 | 112.19+3.22
ACGAN [28] 60.86+4.82 | 33.7642.59 | 89.55+5.39 | 82.76+£7.98 | 90.96+2.98

Parzen window and the log-likelihood of each generative model under
the true distribution is reported [26]. The window size parameter of the
Gaussian is obtained by cross-validation on the validation set. Experi-
mental results are reported in Table 3.4° where a higher value presents
a better generative model.

It can be seen that the log-likelihood of all generative models is always
more significant than the value of SMOTE-SVM on all tested datasets.
It is not surprising since the generative models are trained to learn the
true distribution of the original data, while SMOTE-SVM does not do
so. Moreover, the log-likelihood of CDAAE is always the highest value
among all generative models. This evidences that the quality of the gen-
erated data of CDAAE is always better than the other models. This re-
sult explains why machine learning algorithms trained on the augmented
datasets of CDAAE often achieve better performance than those trained

on the other generative models.

3.5.3. Complexity of Proposed Models

This subsection compares the processing time of all tested approaches.
We measured the computational time for training and generating syn-

thesized samples of the methods on one the NSL-KDD and UNSW-NB15
dataset. The results are presented in Table 3.5. It can be seen that all

5For each model, this table presents mean and standard deviation of the log-likelihood of the generated samples.
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Table 3.5: Processing time of training and generating samples processes in seconds.

Meothods NSL-IEDD UNSW-NB15
§ =y =
@ & I g @ & &
4 1) BN g I 4 3
& 5 IS & 3 IS
S & D 5 & S
& & SR > & SR
& S <] & S <R
SMOTE-SVM [64] | 109.3 0.2 98.9 0.2
BalanceCascade [66] | 134.9 1.2 112.5 1.2
CVAE [71] 6345.6 0.3 174050 5154.4 1.4 837535
ACGAN 28] 6402.5 0.4 115320 5024.8 2.2 823868
SAAE [29] 5906.1 0.3 353967 5130.2 0.7 976058
ACGAN-SVM 9342.5 0.4 115320 8234.9 1.8 823868
CDAAE 6043.9 0.4 532946 4975.1 2.6 1132307
CDAAE-KNN 8576.7 0.9 532946 7456.8 3.7 1132307

generative approaches based on deep neural networks require a signifi-
cant time to train the models. In contrast, the traditional approaches,
i.e., SMOTE-SVM and BalanceCascade, do not require to train the gen-
erative models. For the time to generate synthesized samples, the table
shows that the difference between the traditional approaches and the
deep networks is not much. Among the tested deep network models, we
can see that CDAAE-KNN often requires a longer time to generate data
than the others. However, the overhead is not significant. Moreover,
both training and generating processes are executed offline. Therefore,
using our proposed models to enhance the accuracy of the classifiers will
not affect the detection time (time to detect attacks) of the classification
algorithms.

Table 3.5 also presents the number of trainable parameters (No. Pa-
rameters) in the generative models to generating samples. We can
observe that the proposed models, i.e., ACGAN-SVM, CDAAE, and
CDAAE-KNN, have the higher number of trainable parameters com-
pared with the previous generative models. This proves that the pro-

posed models increase the model size of the original ones.
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3.5.4. Assumptions and Limitations

Although the proposed models have many advantages to generate net-
work traffic samples, they are subject to several limitations. First, the
original data need to be assumed to follow a Gaussian distribution, but
that is not usually the case. In the future, we will test other distribu-
tions that may better represent the original data distribution. Second,
the CDAAE model can learn from the external information instead of
the label of data only. We expect that by adding some attributes of ma-
licious behaviors to CDAAE, the synthesized data will be more similar

to the original data.

3.6. Conclusion

This chapter proposed three novel models, i.e., ACGAN-SVM, CDAAE,
and CDAAE-KNN, to enrich the data and address the imbalance prob-
lem of network attack datasets. The CDAAE model is used to generate
samples for a specific class label where ACGAN-SVM and CDAAE-KNN
are used to synthesize samples that are close to the borderline between
classifiers. The augmented datasets are used to train three popular clas-
sification algorithms, e.g., SVM, DT, and RF. The experiments were
conducted on five attack datasets, and the results have demonstrated
that using our proposed models to generate malicious data can help the
classification algorithms achieve higher performance in detecting cyber-
attacks on the network environment.

We quantitatively measured the quality of the generated samples of
CDAAE and compared it with the previous models using the Gaus-
sian Parzen window. The results showed that the generated samples of
CDAAE better follow the original data distribution than the other tested
models. These results shed light on the classifiers’ better performance
when trained on the augmented datasets of CDAAE and CDAAE-KNN.
However, the proposed models increase the model size compared with

the previous generative models.

80



Chapter 4

DEEP TRANSFER LEARNING FOR NETWORK ATTACK
DETECTION

In Chapter 2 and Chapter 3, we have proposed two solutions to lever-
age the effectiveness of deep learning models in NAD. These solutions
are based on the assumption that we can collect labeled data of both
normal and attack classes. However, the labeling process is usually per-
formed manually by humans, which is time-consuming and expensive.
Thus, in some problem domains, e.g., [oT environment, due to the quick
evolution of network attacks, it is often unable to label data for all sam-
ples collected from multiple devices. In other words, it is desirable to
develop detection models that can be used to detect attacks on IoT
devices without labeled information.

In this chapter, we propose a novel deep transfer learning (DTL)
method that allows us to learn from data collected from multiple IoT
devices in which not all of them are labeled. Specifically, we develop a
DTL model based on the hybrid of two AutoEncoders (AEs). The first
AE is trained on the source domain with label information, while the
second AE is trained on the target domain without label information.
The training process aims to transfer the knowledge of the source domain
with label information to the target domain. As a result, the second AE
can enhance the accuracy of the target domain even though it has no
label information. The contributions of this chapter are publishes to the

work [iv] of our publications.

4.1. Introduction

As presented in previous chapters, machine learning-based methods

have received a great attention in NAD. They attempt to learn the fea-
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tures of normal and malicious data in the training/offline phase. In
the predicting/online phase, these models are used to detect attacks in
the incoming traffic. Thanks to the capability to automatically and pro-
gressively learn useful information /features from collected data, machine
learning-based methods can early detect various attacks [9,21,75,76].

However, the machine learning-based methods only perform well un-
der the critical assumption, i.e., the distributions of the training data
and the predicting data are similar [3]. Nevertheless, in many real-world
applications, this assumption may not always be the case [78,79]. Espe-
cially in network security, new types of attacks (e.g., zero-day attacks)
can be found daily [21]. Moreover, in some network environment as
IoT, the data collected from different IoT devices can be different. As
such, the practical traffic data for machine learning models (in the pre-
dicting/online phase) is usually very different from that used during the
training/offline phase. To alleviate the above problem, a large volume
of training data with labels from multiple IoT devices is often required.
However, manually labeling a huge volume of data is very time consum-
ing and expensive [117,118]. It, thus, limits the practical deployment of
machine learning-based methods in detecting attacks for various scenar-
10s.

Given the above, this chapter proposes a novel deep transfer learning
(DTL) approach based on AE to enable further applications of machine
learning in IoT attack detection. The proposed model is referred to as
Multi-Maximum Mean Discrepancy AE (MMD-AE). MMD-AE can be
trained on a dataset including both labeled samples (in the source do-
main) and unlabeled samples (in the target domain). After training,
MMD-AE is used to predict IoT attacks in the incoming traffic in the
target domain. Specifically, MMD-AE consists of two AEs: AE; and
AE,. AE; in trained on labeled data while AE, is trained on the un-
labeled data. The whole model, i.e., MMD-AE, is trained to drive the

latent representation of AE, closely to the latent representation of AE;.
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As a result, the latent representation of AE, can be used to classify the
unlabeled IoT data in the target domain.

The main contributions of this chapter are as follows:

e Propose a novel DTL model based on AEs, i.e., MMD-AE, that
allows the transfer of knowledge, i.e., labeled information, from the
source domain to the target domain. This model helps to lessen the

problem of “lack label information” in network traffic.

e Introduce the use of the Maximum Mean Discrepancy (MMD) metric
to minimize the distance between multiple hidden layers of AE; and
multiple hidden layers of AE,. This metric helps to improve the
effectiveness of knowledge transferred from the source to the target

domain in attack detection systems.

e Experiment with our proposed method using nine IoT attack datasets
and compare its performance with the canonical deep learning model
and the state-of-the-art TL models [2,3]. The experimental results
demonstrate the advantage of our proposed model against the other
tested methods.

The rest of this chapter is organized as follows. Section 4.2 presents
the proposed DTL models for NAD. The training and predicting process
with the proposed DTL model are described in Section 4.3. Section 4.4
discusses the experiment settings and Section 4.5 provides detailed anal-
ysis and discussion related to experimental results. Finally, Section 4.6

concludes with future work.

4.2. Proposed Deep Transfer Learning Model

This section presents the proposed DTL models for attack detection.
We first describe the overview of the system structure. After that, the
DTL model is discussed in detail.
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Figure 4.1: Proposed system structure.

4.2.1. System Structure

Fig. 4.1 presents the system structure that uses DTL for IoT attack
detection. It can be adapted for other types of network environments.
First, the data collection module gathers data from all IoT devices. The
training data consists of both labeled and unlabeled data. The labeled
data is collected from some IoT's devices which are dedicated to labeling
data. The labeling process is usually executed in two steps [118]. Each
data sample is extracted from captured packets using Tcptrace tool [119].
Then, the data sample is labeled as a normal sample or an attack sample
by manually analyzing the flow using Wireshark software [120]. Usually,
the number of labeling IoT devices can be smaller than the number of
unlabeled IoT devices.

Second, the collected data is passed to the DTL model for training.

The training process attempts to transfer the knowledge learned from
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Figure 4.2: Architecture of MMD-AE.

the data to label information to data without labeling information. It
is achieved by minimizing the difference between latent representations
of the source data and the target data. After training, the trained DTL
model is used in the detection module that can classify incoming traffic
from all IoT devices as normal or attack data. The detailed description

of the DTL model is presented in the next subsection.

4.2.2. Transfer Learning Model

The proposed DTL (i.e., MMD-AE) model includes two AEs (i.e., AE;
an AE,) that have the same architecture as Fig. 4.2. The input of AE,
is the data samples from the source domain (z%), while the input of AE,
is the data samples from the target domain (z%.). The training process
attempts to minimize the MMD-AE loss function. This loss function in-
cludes three terms: the reconstruction error (fRy) term, the supervised
(fgg) term and the Multi-Maximum Mean Discrepancy (f)yp) term.

We assume that ¢g, 0g, @7, 07 are the parameter sets of encoder and
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decoder of AE;, and AE,, respectively. The first term, /R including
REs and REr in Fig. 4.2 attempts to reconstruct the input layers at
the output layers of both AEs. In other words, the REg and RE; try
to reconstruct the input data xg and xp at their output from the latent
representations zg and zr, respectively. Thus, this term encourages two
AEs to retain the useful information of the original data at the latent
representation. Consequently, we can use latent representations for clas-
sification tasks after training. Formally, the /R term is calculated as

follows:

ERE('IEW ¢S7 087 Ié”a ¢T7 QT) = l(xga ig) + l(xZT7 i.g“)7 (41)

where [ function is the MSE function [21], 2%, 2%, ak., &% are the data
samples of input layers and the output layers of the source domain and
the target domain, respectively.

The second term fqp aims to train a classifier at the latent represen-
tation of AE; using labeled information in the source domain. In other
words, this term attempts to map the value at two neurons at the bottle-
neck layer of AE,, i.e., zg, to their label information ygs. This is achieved
by using the softmax function [1] to minimize the difference between zg
and yg. It should be noted that, the number of neurons in the bottleneck
layer must be the same as the number of classes in the source domain.
This loss encourages to distinguish the latent representation space from

separated class labels. Formally, this loss is defined as follows:

Q

(g (T, ys, ¢s.05) = Z W log(z (4.2)

where z, and y are the latent representatlon and labels of the source
data sample z%. 9%’ and 2y’ represent the j — th element of the vector
ys and z%, respectively.

The third term fypp\p is to transfer the knowledge of the source do-
main to the target domain. fyp\p aims to present how close between

two data distributions. The transferring process is executed by mini-
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mizing the MMD distances between every encoding layers of AE; and
the corresponding encoding layers of AE,. This term aims to make the
representations of the source data and target data close together. The

KMMD loss term is described as follows:

k=1

where K is the number of encoding layers in the AE-based model. £&(z%)
and &&(x%.) are the encoding layers k-th of AE, and AE,, respectively,
MMD(, ) is the MMD distance presenting in Eq. 1.17.

The final loss function of MMD-AE combines the loss terms in Eq. 4.1,
Eq. 4.2, and Eq. 4.3 as in Eq. 4.4.

(= KSE + KRE + EMMD' (4.4)

Our key idea in the proposed model, i.e., MMD-AE, compared with
the previous DTL model [2,3] is to transfer the knowledge not only in
the bottleneck layer but also in every encoding layer from the source
domain, i.e., AE;, to the target domain, i.e., AE,. In other words,
MMD-AE allows transferring more knowledge from the source domain
to the target domain. One possible limitation of MMD-AE is that it
may incur the overhead time in the training process since the distance
between multiple layers of the encoders in AE; and AE, is evaluated.
However, in the predicting phase, only AE, is used to classify incoming
samples in the target domain. Therefore, this model does not lead to

increasing the predicting time compared to other AE-based models.

4.3. Training and Predicting Process using the MMD-AE Model
4.3.1. Training Process

Algorithm 7 presents the pseudocode for training our proposed DTL
model, i.e., the MMD-AE model. The training samples with labels in
the source domain are input to the first AE, while the training samples

without labels in the target domain are input to the second AE. The
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training process attempts to minimize the loss function in Eq. 4.4.

Algorithm 7 Training the MMD-AE model.
INPUT:
rg,ys: Training data samples and corresponding labels in the source domain
xp: Training data samples in the target domain
OUTPUT: Trained models: AE,.
BEGIN:
1. Put xg to the input of AE;
2. Put z7 to the input of AE,
3. §;(xg) is the representation of zg at the layer j of AE;
4. zg is the representation of xg at the bottleneck layer of AE;
5
6

. &;(z7) is the representation of xr at the layer j of AE,

. Training the TL model by minimizing the loss function in Eq. 4.4
return Trained models: AE{, AE.
END.

4.3.2. Predicting Process

Algorithm 8 Classifying on the target domain by the MMD-AE model.
INPUT:
xh: A network traffic data sample in the target domain
Trained AE,; model
OUTPUT: y4: Label of xi
BEGIN:
1. Put a% to the input of AE,
2. 2% is the representation of x%. at the bottleneck layer of AEy
3. yb = softmax (2%)
return yh
END.

After training, AE, is used to classify the testing samples in the target
domain as in Algorithm 8. First, a network traffic data sample in the
target domain is put to the input of AF, to get the bottleneck layer 2.
Then, the the label y% is calculated by applying the softmax function to

)
2.

4.4. Experimental Settings

We use the IoT datasets presented in Chapter 1 for all experiments
in this chapter. This section presents the hyper-parameter settings and

the experimental sets in this chapter.

88



4.4.1. Hyper-parameters Setting

Table 4.1: Hyper-parameter setting for the DTL models.

Hyper-parameter Value
Number of layers )
Bottleneck layer size 2

Optimization algorithm | Adam

Activation function Relu

The same configuration is used for all AE-based models in our exper-
iments. Table 4.1 presents the common hyper-parameters using for the
AE-based models. This configuration is based on the AE-based models
for detecting network attacks in the literature [9,21,94]. As we integrate
the gp loss term to MMD-AE, the number of neurons in the bottleneck
layer is equal to the number of classes in the IoT dataset, i.e., 2 neurons
in this chapter. The reason is that we aim to classify into two classes in
this bottleneck layer. The number of layers, including both the encoding
layers and the decoding layers, is 5. This follows the previous research
for network traffic data [21]. The ADAM algorithm [107] is used for op-
timizing the models in the training process. The ReLu function is used
as an activation function of AE layers except for the last layers of the

encoder and decoder, where the Sigmoid function is used.

4.4.2. Experimental Sets

We carried out three sets of experiments in this chapter. The first
set is to investigate how effective our proposed model is at transferring
knowledge from the source domain to the target domain. We compare
the MMD distances between the bottleneck layer of the source domain
and the target domain after training when the transferring process is
executed in one, two, and three encoding layers. The smaller MMD
distance, the more effective the transferring process from the source to
the target domain [121].

The second set is the main result of the chapter in which we compare
the AUC scores of MMD-AE with AE and two recent DTL models [2,3].
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We choose two these DTL models for comparision due to two reasons:
(1) these are based on AE models and the AE-based models are the most
effective with network traffic datasets in many work [9,21,94] and (2)
these DTL models are in the same transfer learning domain with our
proposed model where the source dataset has label information and the
target dataset has no label information. All methods are trained using
the training set, including the source dataset with label information and
the target dataset without label information. After training, the trained
models are evaluated using the target dataset. The methods compared
in this experiment include the original AE (i.e., AE), and the DTL model
using the KL metric at the bottleneck layer (i.e., SKL-AE) [2], the DTL
method of using the MMD metric at the bottleneck layer (i.e., SMD-
AE) [3], and our model (MMD-AE).

The third set is to measure the training’s processing time and the
predicting process of the above-evaluated methods. Moreover, the model
size reported by the trainable parameters presents the complexity of
the DTL models. The detailed results of three experimental sets are

presented in the next section.

4.5. Results and Discussions

This section presents the result of three sets of the experiments in this

chapter.

4.5.1. Effectiveness of Transferring Information in MMD-AE

MMD-AE implements multiple transfer between encoding layers of
AE, and AE, to force the latent representation AE, closer to the latent
representation AE;. In order to evaluate if MMD-AE achieves its ob-
jective, we conducted an experiment in which IoT-1 is selected as the
source domain, and IoT-2 is the target domain. We measured the MMD
distance between the latent representation, i.e., the bottleneck layer, of
AE, and AE, when the transfer information is implemented in one, two

and three layers of the encoders. The smaller distance, the more infor-
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Figure 4.3: MMD of latent representations of the source (IoT-1) and the target (IoT-
2) when transferring task on one, two, and three encoding layers.
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mation is transferred from the source domain (AE;) to the target domain
(AE,). The result is presented in Fig. 4.3.

The figure shows that transferring tasks implemented on more layers
results in the smaller MMD distance value. In other words, more infor-
mation can be transferred from the source to the target domain when
the transferring task is implemented on a more encoding layer. This
result evidences that our proposed solution, MMD-AE, is more effective
than the previous DTL models that perform the transferring task only
on the bottleneck layer of AE.

4.5.2. Performance Comparison

Table 4.2 represents the AUC scores of AE, SKL-AE, SMD-AE, and
MMD-AE when they are trained on the dataset with label information in
the columns and the dataset without information in the rows and tested
on the dataset in the rows. In this table, the result of MMD-AE is printed
in boldface. We can observe that AE is the worst method among the
tested methods. When an AE is trained on an IoT dataset (the source)
and evaluating on other IoT datasets (the target), its performance is not
convincing. The reason for this unconvincing result is that predicting
data in the target domain is far different from the training data in the
source domain.

Conversely, the results of three DTL models are much better than the
one of AE. For example, if the source dataset is IoT-1 and the target
dataset is IoT-3, the AUC score is improved from 0.600 to 0.745 and
0.764 with SKL-AE and SMD-AE, respectively. These results prove
that using DTL helps to improve the accuracy of AEs on detecting IoT
attacks on the target domain.

More importantly, our proposed method, i.e., MMD-AE, usually achieves
the highest AUC score in almost all IoT datasets'. For example, the
AUC score is 0.937 compared to 0.600,0.745,0.764 of AE, SKL-AE, and
SMD-AE, respectively, when the source dataset is IoT-1, and the target

IThe AUC scores of the proposed model in each scenario is presented by the bold text style.
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Table 4.2: AUC scores of AE

IoT datasets.

[1], SKL-AE [2], SMD-AE [3] and MMD-AE on nine

Source
2
& | Model | IoT-1 | IoT-2 | IoT-3 | I0T-4 | ToT-5 | 10T-6 | IoT-7 | IoT-8 | IoT-9
_ AE 0.705 | 0542 | 0.768 | 0.838 | 0.643 | 0.791 | 0.632 | 0.600
£, | SKL-AE 0.700 | 0.759 | 0.855 | 0.943 | 0.729 | 0.733 | 0.689 | 0.705
© [ SMD-AE 0.722 | 0.777 | 0.875 | 0.943 | 0.766 | 0.791 | 0.701 | 0.705
MMD-AE 0.888 | 0.796 | 0.885 | 0.943 | 0.833 | 0.892 | 0.775 | 0.743
N AE 0.540 0.500 | 0.647 | 0.509 | 0.743 | 0.981 | 0.777 | 0.578
¢, | _SKLAE | 0545 0.990 | 0.708 | 0.685 | 0.794 | 0.827 | 0.643 | 0.606
o [ SMD-AE | 0.563 0.990 | 0.815 | 0.689 | 0.874 | 0.871 | 0.778 | 0.607
MMD-AE | 0.937 0.990 | 0.898 | 0.692 | 0.878 | 0.900 | 0.787 | 0.609
- AE 0.600 | 0.659 0.530 | 0.500 | 0.501 | 0.644 | 0.805 | 0.899
e, | SKL-AE | 0.745 | 0.922 0.566 | 0.939 | 0.534 | 0.640 | 0.933 | 0.916
© [ SMD-AE | 0.764 | 0.849 0.625 | 0.879 | 0.561 | 0.600 | 0.918 | 0.938
MMD-AE | 0.937 | 0.956 0.978 | 0.928 | 0.610 | 0.654 | 0.937 | 0.946
- AE 0.709 | 0.740 | 0.817 0.809 | 0.502 | 0.944 | 0.806 | 0.800
e, | SKLAE | 0.760 | 0.852 | 0.837 0.806 | 0.824 | 0.949 | 0.836 | 0.809
© [ SMD-AE | 0.777 | 0.811 | 0.840 0.803 | 0.952 | 0.947 | 0.809 | 0.826
MMD-AE | 0.937 | 0.857 | 0.935 0.844 | 0.957 | 0.959 | 0.875 | 0.850
" AE 0.615 | 0.598 | 0.824 | 0.670 0.920 | 0.803 | 0.790 | 0.698
£, | SKL-AE | 0.645 | 0.639 | 0.948 | 0.633 0.923 | 0.695 | 0.802 | 0.635
© [ SMD-AE | 0.661 | 0576 | 0.954 | 0.672 0.945 | 0.822 | 0.789 | 0.833
MMD-AE | 0.665 | 0.508 | 0.954 | 0.679 0.928 | 0.847 | 0.816 | 0.928
@ AE 0.824 | 0.823 | 0.699 | 0.834 | 0.936 0.765 | 0.836 | 0.737
e, | SKL-AE | 0.861 | 0.897 | 0.711 | 0.739 | 0.980 0.893 | 0.787 | 0.881
© [ SMD-AE | 0.879 | 0.898 | 0.713 | 0.849 | 0.982 0.778 | 0.867 | 0.898
MMD-AE | 0.927 | 0.899 | 0.787 | 0.846 | 0.992 0.974 | 0.871 | 0.898
N AE 0.504 | 0.501 | 0.626 | 0.791 | 0.616 | 0.809 0.598 | 0.459
e, | SKL-AE | 0508 | 0.625 | 0.865 | 0.831 | 0.550 | 0.906 0.358 | 0.524
© [ SMD-AE | 0519 | 0.619 | 0.865 | 0.817 | 0.643 | 0.8%4 0.613 | 0.604
MMD-AE | 0.548 | 0.621 | 0.888 | 0.897 | 0.858 | 0.905 0.615 | 0.618
o AE 0.814 | 0599 | 0.831 | 0.650 | 0.628 | 0.890 | 0.901 0.588
¢, | SKL-AE | 0619 | 0.636 | 0.892 | 0.600 | 0.629 | 0923 | 0.907 0.712
© [ SMD-AE | 0.622 | 0.639 | 0.902 | 0.717 | 0.632 | 0.919 | 0.872 0.629
MMD-AE | 0.735 | 0.636 | 0.964 | 0.723 | 0.692 | 0.977 | 0.943 0.616
o AE 0.823 | 0.601 | 0.840 | 0.851 | 0.691 | 0.808 | 0.885 | 0.579
¢, | SKL-AE | 0.810 | 0.602 | 0.800 | 0.731 | 0.662 | 0.940 | 0.855 | 0.562
o [ SMD-AE | 0.830 | 0.609 | 0.892 | 0.600 | 0.901 | 0.806 | 0.886 | 0.626
MMD-AE | 0.843 | 0.911 | 0.910 | 0.874 | 0.904 | 0.829 | 0.889 | 0.643
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Table 4.3: Processing time and complexity of DTL models.

Models Training Time | Predicting Time | No. Trainable
(hours) (second) Parameters
AE [1] 0.001 1.001 25117
SKL-AE [2] 0.443 1.112 150702
SMD-AE [3] 3.693 1.110 150702
MMD-AE 11.057 1.108 150702

dataset is IoT-3. The results on the other datasets are also similar to
the result of IoT-3. This result proves that implementing the transfer-
ring task in multiple layers of MMD-AE helps the model transfers more
effectively the label information from the source to the target domain.
Subsequently, MMD-AE often achieves better results compared to AE,
SKL-AE, and SMD-AE in detecting IoT attacks in the target domain.

4.5.3. Processing Time and Complexity Analysis

Table. 4.3 shows the training and the predicting time of the tested
model when the source domain is IoT-2, and the target domain is IoT-12.
In this table, the training time is measured in hours, and the predicting
time is measured in seconds. It can be seen that the training process of
the DTL methods (i.e., SKL-AE, SMD-AE, and MMD-AE) is more time
consuming than that of AE. One of the reasons is that DTL models need
to evaluate the MMD distance between the AE; and AE, in every itera-
tion while this calculation is not required in AE. Moreover, the training
time of MMD-AE is even much higher than those of SKL-AE and SMD-
AE since MMD-AE needs to calculate the MMD distance between every
encoding layer. In contrast, SKL-AE and SMD-AE only calculate the
distance metric in the bottleneck layer. Moreover, the training processes
present the same number of trainable parameters for all the DTL models
based on AE.

However, more important is that the predicting time of all DTL meth-
ods is mostly equal to that of AE. It is reasonable since the testing sam-

ples are only fitted to one AE in all tested models. For example, the

2The results on the other datasets are similar to this result.
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total of the predicting time of AE, SKL-AE, SMD-AE, and MMD-AE
are 1.001, 1.112, 1.110, and 1.108 seconds, respectively, on 778810 testing
samples of the IoT-1 dataset.

4.6. Conclusion

In this chapter, we have introduced a novel DTL-based approach for
IoT network attack detection, namely MMD-AE. This proposed ap-
proach aims to address the problem of “lack of labeled information”
for the training detection model in ubiquitous [oT devices. The labeled
data and unlabeled data are specially fitted into two AE models with the
same network structure. Moreover, the MMD metric is used to trans-
fer knowledge from the first AE to the second AE. Comparing to the
previous DTL models, MMD-AE is operated on all the encoding layers
instead of only the bottleneck layer.

We have carried out extensive experiments to evaluate the strength
of our proposed model in many scenarios. The experimental results
demonstrate that DTL approaches can enhance the AUC score for IoT
attack detection. Furthermore, our proposed DTL model, i.e., MMD-AE
and operating transformation at all encoding layers of the AEs, helps to
improve the effectiveness of the transferring process. Thus, the proposed
model is meaningful when labeling information in the source domain but
with no label information in the target domain.

An important limitation of the proposed model is that it is more time
consuming to train the model. However, the predicting time of MMD-
AE is mostly similar to that of the other AE-based models. In the future,
we will distribute the training process to the multiple IoT nodes by the

federated learning technique to speed up this process.
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CONCLUSIONS AND FUTURE WORK

1. Contributions

This thesis aims to develop the machine learning-based approaches for
the NAD. First, to effectively detect new/unknown attacks by machine
learning methods, we propose a novel representation learning method to
better predictively “describe” unknown attacks, facilitating the subse-
quent machine learning-based NAD. Specifically, we develop three reg-
ularized versions of AEs to learn a latent representation from the input
data. The bottleneck layers of these regularized AEs trained in a super-
vised manner using normal data and known network attacks will then
be used as the new input features for classification algorithms. The ex-
perimental results demonstrate that the new latent representation can
significantly enhance the performance of supervised learning methods in
detecting unknown network attacks.

Second, we handle the imbalance problem of network attack datasets.
To develop a good detection model for a NAD system using machine
learning, a great number of attacks and normal data samples are re-
quired in the learning process. While normal data can be relatively
easy to collect, attack data is much rarer and harder to gather. Subse-
quently, network attack datasets are often dominated by normal data,
and machine learning models trained on those imbalanced datasets are
ineffective in detecting attacks. In this thesis, we propose a novel solu-
tion to this problem by using generative adversarial networks to generate
synthesized attack data for network attack data. The synthesized at-
tacks are merged with the original data to form the augmented dataset.
In the sequel, the supervised learning algorithms trained on the aug-

mented datasets provide better results than those trained on the original
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datasets.

Third, we resolve “the lack of label information” in the NAD problem.
In some situations, we are unable to collect network traffic data with its
label information. For example, we are unable to label all incoming data
from all IoT devices in the IoT environment. Moreover, data distribu-
tions of data samples collected from different IoT devices are not the
same. Thus, we develop a TL technique that can transfer the knowledge
of label information from a domain (i.e., data collected from one IoT
device) to a related domain (i.e., data collected from a different IoT de-
vice) without label information. The experimental results demonstrate
that the proposed TL technique can help classifiers to identify attacks
more accurately.

In addition to a review of literature regarding to the research in this
thesis, the following main contributions can be drawn from the investi-

gations presented in the thesis:

e Three latent representation learning models are proposed based on
AEs to make the machine learning models to detect both known and

unknown attacks.

e Three new techniques are proposed for handling data imbalance,
thereby improving the accuracy of the network attack detection sys-

tem.

e A DTL technique based on AE is proposed to handle “the lack of

label information” in the new domain of network traffic data.

2. Limitations

However, the thesis is subject to some limitations. First, the advan-
tages of representation learning models come with the cost of running
time. When using a neural network to lean the representation of input
data, the executing time of these models is often much longer than using
classifiers on the original feature spaces. The proposed representation

learning models in this thesis also have these drawbacks. However, it
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can be seen in Chapter 2 that the average time of predicting one sample
of the representation learning models is acceptable in real applications.
Moreover, the regularized AE models are only tested on a number of [oT
attack datasets. It is also more comprehensive to experiment with them
on a broader range of problems.

Second, in CDAAE, we need to assume that the original data distri-
bution follows a Gaussian distribution. It may be correct with the popu-
larity of network traffic datasets but not entire network traffic datasets.
Moreover, this thesis focuses on only sampling techniques for handling
imbalanced data. It is usually time-consuming due to generating data
samples.

Third, training MMD-AE is more time consuming than previous DTL
models due to transferring processes executed in multiple layers. How-
ever, the predicting time of MMD-AE is mostly similar to that of the
other AE-based models. Moreover, the current proposed DTL model is
developed based on the AE model.

3. Future work

Building upon this research, there are a number of directions for future
work arisen from the thesis. First, there are some hyper-parameters of
the proposed representations of AE-based models (i.e., p,:) are currently
determined through trial and error. It is desirable to find an approach
to select proper values for each network attack dataset automatically.

Second, in the CDAAE model, we can explore other distributions
different from the Gaussian distribution that may better represent the
original data distribution. Moreover, the CDAAE model can learn from
the external information instead of the label of data only. We expect
that by adding some attributes of malicious behaviors to CDAAE, the
synthesized data will be more similar to the original data. Last but not
least, we will distribute the training process of the proposed DTL model
to the multiple IoT nodes by the federated learning technique to speed

up this process.
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